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Algorithm

This paper describes a new Feistel block cipBBISR that uses itself as a PRNiGthe key-
scheduling function. The cipher consists of 6 rounds in which the left and right half input blocks
are alternately modulo-2 added to a non-linear function of the other half input block, and the cur-
rent key schedule bits.
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The cipher uses a 128-bit kayith a 128-bit data block. The non-linear round functi@npcom-

putes a permute-substitute function of the current 88-bit key-schedule bits with the 64 input bits.
The 64-bit input is brst expanded to 88-bits using XOR-combinet @k 5-boxes. The result of

the expansion is then XORed with the 88 key bits, and fed through éifhSiboxes. The out-

put of the S-boxes is then processed thrds@f) a function that uses bPve 8x32 S-boxes that are
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generated in a key-dependant way.
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The ES() expansiofunction is de®ned as follows:
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Example values for thES()function tables are listed in Appendix A.

S-Box design methodology

The primary S-boxes i@RISPare constructed according to design principals described in an arti-
cle on S-box design by Gordon and Retkin[1]. In that article, they make the claim that the proba-
bility of linearity of an S-box is proportional to the inverse of the factorial of its size. Each S-box
is based on a composition of eight 8x8 reversible, randomly permuted S-boxes. That is1for an 1
bit input, the low-order 8 bits select an 8-bit value from an 8x8 S-box, while the high-order 3 bits
select which 8x8 S-box to use. This is identical to the structure used in the DES S-boxes.

The primary S-boxes are generated using a C program designed to ®nd S-boxes with a given
threshold pairs-XOR count and threshold linearity; the program generates random S-boxes, mea-
sures the maximum pairs-XOR count, and linearity and discards any S-boxes whose pairs-XOR
count is above the threshold, or whose linearity is above the threshold. Linearity is computed by
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measuring the hamming distance between all possible output vectors (combined under XOR)
against all lineaboolean function vectors of the input bits. The resulting minimum hamming dis-
tance is then compared to the threshold; S-boxes with a lower minimum hamming distance are
rejected.

If the resulting S-box passes both thdatiéntial and linearity tests, it is also tested against the
®rst-ordeBit Independence Criteriotest, to ensure that no pairs of S-box output bits change
together more than 50% of the time, when the input changes by a single bit.

The evaluated version &fRISPuses S-boxes with a pairs-XOR threshold value of 30, and mini-
mum hamming distance of 0.45215 (926 /2048). The value 30 for the pairs-XOR threshold was
chosen because of a currently-uninvestigated runtime complexity phenomenon. When generating
random S-boxes in this wathe execution time of the generator increases non-linearly as the
threshold value decreases. It was determined that below a threshold value of 30, the program
tended towards in®nite execution time. Initigllyvas thought to be an artifact of the random-

number generator in use, so a new one was inserted, with exactly the same result. In any case, the
goal of the generator program is to reduce the maximum pairs-XOR count towards the perfect
value, which in the case o128 S-boxes is 8 {2/ 28). The value 30 corresponds to a single-

round, single S-box probability of 1.46x4.0

The S() generation process requires approximately 40 CPU-hours on an HP9000/735.
Examples of S-boxes that correspond to the selection criteria are listed in Appendix B.

S2() function design

The S2() consists of ®ve 8x32 S-boxes, generated in a key-dependahhesmy8x32 S-boxes
are used twice on the 8-bit outputs of the primary S-boxes to produce a 64-bit ®nal result.

The S2()function provides an extra stage of confusion arfdsldn within the round function. It
has the important added bene®t of adding to the overall complexityevédifal cryptanalysis,
reducing the single round, single S-box probability from 1.46x®®B.82x10 (0.0146 *
(0.0078%). This comes from recent results[2] on thdedintial cryptanalysis properties of ran-
dom 8x32 S-boxes.

Since the contents of tI&2() S-boxes are unknown to the cryptanalyst, both linear afetelif

tial cryptanalysis are signi®cantly hampered.

Subkey generation

Subkeys are generated in such a way that if a given subkey is determined by cryptanalysis, it is
cryptographically di®cult to determine the other subkeys from the known subkey

This is achieved by using the baSiRISPencryption function as a pseudo-random number gen-
erator using the key as a seed. This is accomplished in a multi-step process, described below
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First, a OstandardO key-schedule is loaded in@RI&Pfunction, the standard key-schedule is
derived from the ®rst 48 entries in table 0 and table 7 iIB$ifjgfunction, combined with XOR.
This standard key-schedule is then perturbed by selecting bits from the inpan#&e$OR com-
bining them with the OstandardO key scheduleitd at a time. A total of 88 bits from the input
key are selected for use in perturbing the OstandardO key schedule, as follows:

Input Key (128 bits)

B ]
31 21 0 = Not Used
L z

63 53 32

s -

95 85 64

N 6

127 117 96

The 48 entries from the ES[0,7] XOR are grouped into six sets of eight elements, producing the
following table.

Table 1: Standard Key Schedule

Round 0 1 2 3 4 5 6 7

4CC | 079 | 4AA | 7BC | 6C8 | 573 | 3DE | 5EC
63F | 6EF | 2BF | 1AE | 7F2 | 253 | 595 | 42E
SE3 | 24B | 7CB | 1D9 | 324 | 341 | 2E6 | 1E2
142 | 47C | 26D | 593 | 151 | 028 | 23D | 004
527 | 39F | 30C | 217 | 01D | 7A6 | 55B | 1DB
7TFA | 271 | 64E | 4B4 | 316 | 53A | 2B8 | 3A9

Ol b~ W|IDN]| P

Each row in this table is XORed with the corresponding (O through-Bjt alue extracted from

the key This slightly-perturbed key-schedufgh@se ond&ey-schedule) is then used in a feedback
execution ofCRISRto produce a new key-schedule. The feedback begins by using the key as the
initial cleartext, on each iteration, the feedbackdyut updated by XOR with the CRISP cipher-
text output. Thigphase twdkey-schedule is produced by using each output of the feedback execu-
tion of CRISPto produce 1-bit key-schedule elements that updatepii@se onscheduldy one
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element on each iteration, for a total of 48 iterations. The diagram below illustrates this concept:
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The ®nal key schedule is produced by again  GRIpPIn a feedback mode, with the input key

as the initial cleartext, using tiphase twdkey schedule, and the stand&2{)function. Each

ciphertext output is considered as eight 16-bit values, each of which is XORed tabether

masked down to1lbits to produce a key-schedule element. This process is repeated until all of
the key-schedule elements have been ®lled. There are kipittelements per round, with six

rounds in the evaluated implementation, for a total of 48 key schedule elements or 528 key sched-
ule bits.

Generation of theS2() function

The S2()function is computed in a similar fashion to the ®nal key-schedule, ORil&Pin feed-

back mode. This feedback execution is a continuation of the feedback execution used in generat-
ing the ®nal key-schedule. Each output of@GR#SPexecution is considered as four 32-bit

values. The values are combined using XOR, with the resulting value being placed in the next
availableS2()table element. If the 32-bit value has already been usedSa(atable element, it

is discarded and a new value is generated.

There are ®vB2()tables, each with 256 entries, for a total of 1280 32-bit elements.

Comparison of CRISP and DES round functions

The round function of DES takes a 32-bit input, and computes a non-linear function of that 32-bit
input. It accomplishes this using four discrete steps. The 32-bit data input is expanded using the E
expansion, then mixed with the 48-bit key-schedule bits. The resulting 48-bit value is then non-
linearly substituted using the eight 6x4 S-boxes. The ®nal step is to permute the 32-bit S-box out-
put using the P permutation.

When examining th& expansion in DES, notice that it provides no guarantee that a given input
bit can afect more than one S-box. This makedaiéntial cryptanalysis easjeince single S-
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boxes can be @isolated® for téfential cryptanalysis purposes.

The cryptographic signi®cance of fa@ermutation is assumed to be for the purposes of improv-
ing the difusion properties of the round function, sinceEexpansion provides rather lesgahf
sion.

The CRISPalgorithm has the same basic structure in its round function as DES. The round func-
tion takes a 64-bit input, expands it to 88 bits using the ES function, mixes it with tlenley
non-linearly substitutes the 88-bits using eight8.S-boxes. When examining the ES function,
observe that each input bifedts two S-boxes, thus makingfdifential cryptanalysis somewhat
harder The ES function also provides, as a seconddegtefa small amount of non-linearity

since it acts as a 16k5-box. TheCRISPS-boxes, due to their size, provide higher a degree of
resistance both to dérential and linear cryptanalysis than DES.

In CRISRthe post S-box functiois2 corresponds roughly to tiepermutation in DES. Observe
thatS2provides a non-linear transform of the S-box outputs, whil®thmction in DES is

entirely linear TheS2function also improves resistance to botliedéntial and linear cryptanaly-

sis, since th&2table elements are unknown to the cryptanalyst. Even if the cryptanalyst is able to
determine the contents of S2, it is assumed that the analysis of random 8x32 S-boxes, as described
in [2], would hold for theS2function withinCRISP

Analysis of key-scheduling and2() generation

The strength of the key-scheduling é2{)function generation algorithm is predicated on the
ability of the concatenation of round functions to act as a random, non-linear transform of the
input key material. The avalanche results shown later tend to sugge3RIisRdoes act as a
strong random transform, with good peund non-linearity; the assumption is that the concate-
nation of rounds produces a non-linearity that is close to the product of the non-linearity of the
round function.

The purpose of the key-schedule algorithm is to produce a sequence of bits from the input key
material that can be used as-paund keys. Many encryption functions use a key-schedule algo-
rithm in which the round key bits are related to the input key in a way that is MieaDES, for
example, uses a series of rotates and selects to produce round key material. This makes DES
slightly more vulnerable to dérential cryptanalysis[4] than DES with purely-random, indepen-
dent round keys. This occurs because determination of one or maoripdrkey bits results in
determination of related bits in other rounds.

It has been proposed, most recently in [5], that the DES can be strengthened somewhat against
both linear and diérential cryptanalysis by using the DES cipher itself as a PRNG in the genera-
tion of key-schedule bits.

The Blow®sh[7] cipher also uses itself as a PRNG in the generation of both its S-boxes, and in the
generation of the&() round function.

An early version oCRISPused MD5[6] as a PRNG in the generation of round keys, but it was
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felt to be overly complex, and not as compact as a key-scheduling algorithm that W@etShe
cipher itself as a PRNG.

If we assume that the cryptanalyst is able to determine the round key at a particular round, they
must be able to determine the plaintexts that correspond to the partial ciphertexts that constitute
the determined round kelfach 1-bit round-key element is the XOR of eiglitidit sections of a
CRISPciphertext, under an unknown kevith unknown plaintext. The problem, then, is to deter-
mine the full 128-bit ciphertext, and the corresponding plaintext, under an unknown key

The cryptanalyst has a similar problem to solve when they are able to determine some values
within S2() They must ®rst determine, for a given determined 32-bit S-box entry value, the corre-
sponding 128-bit ciphertext, then the key-schedule and plaintext that produced it.

The performance of key-scheduling is entirely dependant on the performanc&€&fi8falgo-

rithm itself. TheCRISPalgorithm is called approximateiyt376 times in setting a new keyn

the hardware the algorithm was tested on, this corresponds to 20 milliseconds of real time. This
could be improved by changing the algorithm that prod&@¢so produce fou62()elements at

a time from the full-width 128-bit output @RISP

Avalanche Results

The avalanche properties were measured by iteratingRih&Pencryption function 3,000,000
times, using a ®xed, random kagd a random data input that is modi®ed randomly by one bit on
each iteration. This process was repeated several times.

This results in an average change in the resulting ciphertext of 64 bits, which is 50% of the total
ciphertext bits. The minimum change ranges from 35 to 37, while the maximum ranges from 85 to
92. The minimum ciphertext change corresponds to somewhat more (0.273 to 0.289) than 25% of
the total bits in the ciphertext.

The DES under similar test conditions tends to produce an average ciphertext change of exactly
50% of the bits, while the minimum is usually somewhat less (0.203 to 0.234). The following

1. Since theS2()generation process can potentially €RISPa variable number of times, due to its selec-
tion criterion.
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graph shows the distribution of ciphertext bit-changes for 3,000,000 iterations of the function:

CRISP Block Cipher Avalanche Test

Ciphertext Bit-Change Distribution
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Differ ential Cryptanalysis Results

The pairs-XOR count distribution graph shows that the mean value for a pairs-XOR 2intersec-
tion° over the entire S1 box fro®()is 8:

CRISP S1 sS-BOX
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This graph requires some explanation. The usual method to show pairs-XOR distribution uses a
table, with the output-XOR as columns, and the input-XOR as rows. The elements of such a table
convey the distribution of pairs-XOR values over the given S-boxCRISPS-boxes are1k8,

which means the resulting table would have 256 columns and 2048 rows; values that yield a
rather ungainly tabular displayhe graph conveys the same overall information, showing that the
dintersection® values are clustered around the so-called perfect distribution that would be
achieved if each intersection in the pairs-XOR table were equally.likellge CRISPcase, that

perfect distribution value would be 82 2).

We can observe from the pairs-XOR distribution, that all of the primary S-boxes have the same
maximum pairs-XOR value of 30 (or a probability of 0.0146). There is no obvious advantage to
attacking a particular S-box over another

The ES()function efectively acts as a ®xed 16-1oliit mapping between bits of the round func-
tion input, and input bits to a single S-box. The following table illustrates the mapping:.

Table 2: ES function input mapping

Input
Octet
Pair

ES box S-box
pair affected

5and 6 Oand 1 SO
7and 0 2and 3 S1
1and?2 4 and 5 S2
3and 4 6 and 7 S3
7 and 6 6 and 5 S4
5and 4 4 and 3 S5
3and?2 2and1 S6
landO Oand 7 S7

In effect, a new set of 16-bytlbit S-boxes are synthesized by the input mappikgsi(Q

The problem for the cryptanalyst, then, is to ®nd input octet pairs that produce the maximum dif-
ferential probability (by minimizing the number of S-boxes involved, and by selecting the highest
probability for each S-box involved). In DES, the pre-S-box expansion funEtitms the prop-

erty that for input paik; andX,the equatioriE(X;) XOR E(X%) = E(X; XOR X%) is always true. In
CRISRthe equivalenES(X) XOR ES(¥ = ES(X XOR X) is true for only a small number of

input pairs (approximately 1 in 2500). This means thatfardifit approach is required when
engaging in diierential cryptanalysis. The cryptanalyst must search for input pairs that satisfy the
equationES(X) XOR ES(X) =1, wherel is a desirable input XOR to a ¢@t S-box. Because

each such input pair controls both the so-cabeget S-box, and partially controls the input to

10
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two other S-boxes, via ddrentES()boxes, it is thought to be @itult to ®nd input pairs that
simultaneously satisfy desirable input XOR conditions for the S-boxes they control.

Initial analysis of the density of pairs satisfying the criterion of a high-probability XOR in one S-
box, while having a zero XOR in the two other S-boxes linked via common input octets is esti-
mated to be 1 in?, for randomly selected inputs. For example, S-box 0 is linked to S-box 4 and
S-box 5 via input octets 5 and 6. This means that the input to these three S-boxes is fully de®ned
by 4 input octets, (octets 4,5,6 and 7). The following input pairs for octets 4,5,6,7 satisfy the
above criterion:

X1=7068790E X ,=D68D3980
X1=09FC3D28 X ,=2898D918
X1=493238F2 X ,=CBF8D398
X1=40D72FF9 X ,=5465FB57

The above input values do not necessarily guarantee zero input XOR to the other Stbcbeeks af
by input octets 4 and 7 (S-boxes 3 and 1).

It is surmised that inputs satisfying the more stringent criterion of having a high-probability input
XOR in one S-box, while having zero XOR in all the others have a very low deSisityarly;

inputs satisfying the criterion of having high-probability in two S-boxes, while having zero XOR
in all other S-boxes is of a similar densityitial testing shows that the density may be less than 1
pair in 24random input pairs.

The combined ES() and S() can be re-arranged (with SO as example), as follows:

Kn[O]
to ES5

input
octet 5

16 ESO 11 »11 50 8F———>
input
octet 6 ’

to ES4

Given the above arrangement, we can compute the input XOR distribution for ES() that yields the
high-probability input XORs to the corresponding S() S-box. The SO box, for example, has 12
high-probability inputs XORs (that is input XORs, that have output XORs occurring with proba-
bility 0.0146). In SO0, a high-probability input XOR is XO6AEOQ. An input XOR of XQ0RA2S0

leads to an ESO output XOR of XO6AEO which in turn leads to an output XOR in SO of X0170,
with compound probability 1.79 x 0The following table shows examples of the highest com-

11
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pound probabilities of ESO input XORs producing a given SO output XOR.
Table 3: Example ES0/S0 XOR prbabilities

ESE?]O'FZ‘p“t S[og(co)gtp“t Probability
X'054F | XEQ 2 15E-5
XODAD' | X'BS' 2.06E-5
X'6635 | X'97' 2.06E-5
X700E° | X'17' 2 24E-5
X7B13 | X'97' 2.15E-5
X'81CB' | X'DA' 2.06E-5
X'8233 | X'4D' 2.06E-5
XFD28' | X'97" 2.06E-5

Since each input octet controls two S-boxes, a reasonable assumption to make is that at least two
S-boxes must be @involved® in a given single-round characteristic, thus giving a maximum single-
round probability near 4.8x0 (X'700E' to X'17"). If we assume that a six-round characteristic

can be constructed in which half the rounds have probability 1, and half the rounds have the prob-
ability 4.8x10%, then without S2()CRISPis theoretically vulnerable to f&frential cryptanaly-

sis, since the resulting probability near 1.10%i8 greater than the probability near 2.9%4.0

that would be necessary to ma&RISPunconditionally resistant to digrential cryptanalysis. If,
however the best characteristic that can be constructed uses the probability of 4 igxdldbut

one round, with a probability 1 characteristic in one round, @RISPwould be unconditionally

resistant to dferential cryptanalysis, since the resulting probability is near 2:5xNb attempt
has yet been made so ®nd the best 6-round characteri€RI®P sinceS2()is assumed to
defeat diferential cryptanalysis.

If an average-cas&2()function is factored into the dérential probability analysis, then the
algorithm is unconditionally resistant if the best six-round characteristic has probability 1 in three

of the rounds, and probability near 2.92%10h the other rounds, producing an aggregate proba-
bility near 2.55x10".

Appendix C contains complete tables of high-probability XORs for the eight ES/S combinations.

Linear Cryptanalysis Results

Work on linear cryptanalysis is in progress at the time of writing.

Resistance to the Birthday Paradox under CBC
Under Cipher Block Chaining mode, this cipher is more resistant than ciphers with smaller block

12
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sizes to the Birthday Paradox, which states that/4pmintexts are encrypted under CBC (where

n is the blocksize in bits), the probability of there being two equal ciphertexts is 0.5. If two identi-
cal ciphertexts correspond tofeifent plaintexts, then there exists a known XOR relation between
the two plaintexts.

SinceCRISPhas a 128-bit block, the probability is vastly less than with 64-bit ciphers.

Resistance to attacks based on non-surjectiveund functions

An early version of the algorithm used four S-boxeS2() This produced a round function that

was non-surjective (approximately 40% of tl&dutputs were impossible). This lead to the
round function being theoretically vulnerable to an attack described by Bart Preneel in [3].

In practice, such an attack is unlikely to succeed, due to the vgeytédles that must be con-
structed, on the order ofZ® elements, or approximatel§°bytes. Because the round-keys are 88

bits, even with a conservative estimate that the entropy is lower than the 88 bits suggested by the
key size, an attack is also unlikely to succeed, even when enough table space is available.

CRISPwas made substantially more resistant to this attack by the addition of a ®fth S-box in the
S2()function, thus making less than 4% of t&édutputs impossible.

The performance penalty for implementing this was approximately 12.5%, with a 1K byte mem-
ory penalty

Performance and Memory Requiements

The algorithm was implemented in C, using the GNU-C compiler on an HP-9000/735. The 6-
round version produces an encryption rate of approximately 45,000 encryptions per second, or an
equivalent data rate of 6.14Mbits per second. Using the native HP/UX compiler produces an
approximate 4% performance improvement. There are opportunities for optimization; in particu-
lar, the S-box outputs may be composed withSB@function in a single table, reducing the

number of table-lookups requiredfi) by 30%.

The tables used to implemeda$() S(), andS2()consume only 25K bytes of mempwhich is

easily within reach for a microprocessor/embedded controller implementation. The executable
code on an HP9000/7XX system is approximately 3K bytes. Implementation complexity can be
reduced by changing the key-scheduling algorithm to produce only the key-schedule elements,
and dispense with key-dependance inS8¢ algorithm; the resulting cipher is then potentially
subject to standard @i#rential, and linear cryptanalytic attack.

13
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Appendix A: Tables used in theS() function

ES[O]

0x321, 0x4F7, 0x075, 0x720, 0x6B3, 0x199, 0x584, 0x52D,
0x3CD, 0x1CB, 0x313, 0x1AA, Ox74E, Ox1E3, 0x465, 0x4C5,
OxO0F6, 0x478, OX5F3, 0x364, 0x2F5, 0x420, 0x104, 0x3BC,
0x00D, 0x754, Ox6E5, 0x103, 0x266, 0x070, 0x5C6, 0x03D,
Ox4EE, 0x3D7, 0x131, 0x033, 0x16A, 0x634, 0x027, 0x683,
Ox51E, 0x4DB, 0x2D9, 0x3D0, 0x615, 0x24D, 0x200, 0x119
0x30E, OxODA, 0x1D9, 0x028, 0x003, 0x561, 0x2C1, 0x121
0x157, 0x433, 0x168, 0x73A, 0x79B, 0x216, 0xOB5, 0x689,
Ox5FD, 0x365, 0x736, 0x4F8, 0x54D, 0x355, 0x242, 0x056,
Ox5AD, 0x552, OxOAE, 0x388, 0x0D5, 0x288, 0x728, 0x4DD,
0x700, 0x57D, Ox77F, Ox077, Ox5DB, 0x1BF, 0x204, 0x5B8,
0x64C, 0x264, 0x424, 0x043, Ox67E, 0x03B, 0x586, 0x600,
0x346, 0x359, 0x7B3, 0x150, Ox6EO0, OXx5E9, 0x52C, OX7AE,
0x354, 0x3E5, 0x796, 0x102, Ox0F5, 0x471, 0x713, 0x182,
0x304, 0x6D4, 0x4AD, 0x045, 0x513, Ox1EC, 0x466, 0x6C1,
0x62C, 0x787, 0x2D1, 0x50B, 0x537, 0x6AD, 0x51C, 0x06D,
0x4A6, 0x666, OXOBA, 0x730, 0x187, 0x755, 0x106, 0x5D3,
OxO0BF, 0x20F, OX5FA, 0x46F, 0x0CO0, 0x147, 0x412, 0x590,
0x208, 0x5D2, 0x65B, 0x694, 0x0B7, 0x314, 0x326, OX7BA,
0x721, 0x55C, 0x7A1, 0x3B7, 0x48C, 0x347, 0x217, 0x784,
0x2C7, 0x42B, O0x3EB, 0x2D7, 0x28A, 0x1C6, 0x171, Ox3FB,
0x3B5, Ox4E8, 0x703, 0x63C, 0x7A0, Ox7BE, 0x183, 0x70E,
0x6D7, 0x776, 0x153, 0x2C6, 0x025, Ox41E, 0x0C8, 0x2D2,
0Ox2BA, 0x049, 0x19D, OxO0EA, 0x4ED, 0x4DE, 0x606, 0x521
Ox76F, 0x69B, 0x75C, 0x0D9, O0x08F, 0x56A, 0x558, 0x4AB,
OX5EC, 0x7C7, Ox5DC, 0x4E2, 0x440, 0x7B7, 0x396, 0x42A,
0x46C, 0x57B, 0x1C8, Ox6AF, 0x3B2, 0x4CB, 0x79A, 0x181,
0Ox3A6, 0x107, Ox38C, Ox6E2, 0x038, 0x39C, 0x72A, O0x07E,
0x302, 0x67F, 0x46E, 0x2B8, 0x4D7, 0x6B2, 0x320, 0x60D,
0x400, 0x426, 0x509, 0x5D8, 0x716, 0x71D, 0x686, Ox3ED,
0x15B, 0x00C, Ox6E1, 0x4BC, 0x202, 0x693, 0x41A, 0x67C,
0x080, 0x571, 0x139, 0x21A, 0x469, 0x10A, Ox66E, 0x47F,
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Ox3E7, 0x638, 0x27D, 0x1B7, Ox05C, 0x46B, 0x68A, Ox54E,
Ox1F8, 0x220, 0x392, O0x6F3, 0x010, 0x557, 0x0C2, Ox4AC,
0x230, 0x172, OX7AA, 0x6A3, Ox1EO, 0x156, O0x3A2, 0x33A,
Ox0A4, Ox5AB, 0x6D5, 0x14D, 0x2D3, 0x22E, 0x479, 0x589,
0x417, 0x303, 0x296, 0x773, 0x34D, Ox5F6, 0x712, Ox3FA,
0x130, 0x514, Ox3EF, Ox4E7, 0x627, 0x282, 0x342, OX06A,
0x4BB, 0x1BA, 0x02C, 0x068, 0x46D, 0x1C7, 0x473, 0x29A,
Ox2CE, 0x4C4, 0x47C, 0x457, OxOFB, 0x48A, Ox7F3, Ox68F,
0x4B3, 0x7D0, 0x425, Ox0F7, 0x6B0, O0x7F2, OX7E3, 0x437,
0x117, 0x02D, 0x1F6, 0x024, 0x7D4, 0x2D6, 0x40B, 0x682,
0x4B9, Ox6CA, 0x212, 0x02A, 0x546, 0x447, Ox5AF, 0x406
Ox12A, 0x791, OxOE9, 0x461, 0x368, 0x613, 0x19A, 0x6DC,
0x20D, 0x43D, 0x261, 0x031, 0x43A, 0x175, 0x143, Ox50F,
0x44D, 0x00E, 0x247, 0x195, 0x470, 0x654, 0x72E, Ox0OBD,
0x540, 0x489, OXx6AE, 0x2FB, 0x1B1, 0x408, Ox6CF, 0x268
0x36F, 0x646, OXxO07A, 0x621, 0x20C, 0x113, 0x2CD, 0x180,
0x297, 0x136, 0x31C, Ox7ES5, 0x126, 0x252, OX5F0, 0x53A,
0x662, 0x241, 0x58C, 0x54C, 0x405, Ox0A5, 0x62E, 0x642,
0x061, 0x43B, 0x243, 0x416, 0x7AC, 0x69E, 0x48D, 0x33D,
Ox26A, 0x675, 0x246, 0x345, 0x42C, 0x40D, Ox57E, Ox36A,
0x286, 0x667, 0x178, 0x116, Ox3CF, Ox6FF, 0x725, 0x7D2,
0x4F9, 0x231, 0x752, 0x000, Ox04E, 0x6C2, Ox3FE, OXOEE,
Ox6E8, 0x160, Ox3DA, 0x002, 0x00F, 0xOCC, 0x765, OxOFD,
Ox3E8, 0x33B, 0x523, 0x1FD, 0x253, 0x448, 0x125, Ox5FE,
0x123, 0x65D, 0x1A4, 0x59F, 0x5C9, 0x743, 0x580, 0x4B4,
0x746, 0x04A, 0x041, 0x035, 0x45C, 0x510, Ox3AA, 0x63E,
Ox7BC, Ox1DA, 0x610, 0x495, O0x3E4, Ox6BF, 0x2ES8, 0x766
0x22F, 0x16C, 0x573, 0x771, Ox6A4, 0x1B6, 0x6C4, 0x748,
Ox5AA, 0x135, 0x047, 0x734, 0x096, 0x281, Ox1ED, 0x710,
Ox43E, Ox42E, 0x4F3, 0x72B, 0x550, 0x607, 0x482, 0x2C2,

0x0D8, 0x7AD, Ox3EO, 0x4A9, 0x0AB, 0x744, 0x70C, OXx6AC,

Ox1E4, Ox4E1, 0x014, 0x0B2, 0x305, 0x3F4, Ox4E5, Ox0F2,
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Ox3CE, 0x742, 0x37C, 0x24C, 0x037, 0x520, 0x643, 0x163,
0Ox2AC, 0x32B, 0x444, 0x0BO, 0x057, Ox6DB, 0x3F0, 0x77B,
0x23E, Ox0E4, 0x665, 0xODD, 0x5D4, 0x167, 0x285, 0x086,
Ox7F7, 0x79D, Ox0E5, 0x6F0, 0x032, 0x225, 0x016, 0x760,
0x711, Ox1F1, Ox23B, 0x36B, 0x753, 0x293, 0x2B3, 0x3BD,
0x7BB, 0x729, 0x576, 0x65C, 0x7FF, 0x08B, 0x386, 0x5B0,
Ox3F9, 0x6D2, 0x04F, 0x309, 0x7CE, 0x3D8, 0x154, Ox1FE,
Ox58F, 0x428, 0x76C, 0x0D1, 0x219, 0x27C, 0x1B8, 0x235,
0x769, 0x691, OXx5DF, Ox05A, 0x184, 0x52B, 0x394, 0x474,
0x731, 0x527, 0x329, 0x492, OX5AC, 0x109, 0x647, 0x69D,
0x3D1, 0x31E, Ox58E, 0x18C, 0x30A, 0x575, 0x0D4, 0x5A3,
0x475, 0x556, 0x415, 0x361, 0x2DA, 0x2A5, 0x3B8, 0x59C,
Ox02F, 0x48B, 0x749, 0xOBE, 0x6B4, 0x1F7, 0x38A, 0x36C,
Ox13A, 0x4E4, 0x6CD, 0x052, 0x034, 0x380, 0x549, 0x6B9,
0x207, 0x55B, 0x639, 0x61F, 0x23F, 0x36D, 0x75D, Ox78A,
Ox5E4, 0x528, 0x34B, 0x1B5, 0x525, 0x072, 0x52F, 0x740,
0x2CC, 0x4C8, 0x6FC, 0x4F5, 0x668, 0x16B, 0x3CO0, 0x1BB,
0x705, 0x155, 0x089, 0x330, 0x4FA, 0x3C7, 0x690, 0x013,
0x22B, 0x1CF, 0x7DE, 0x419, 0x65F, 0x01B, 0x502, 0x18D,
0x1B9, 0x63B, 0x186, 0x4BE, OX5EF, 0x2C5, Ox7A4, OX7E2,
Ox28E, 0x105, 0x257, 0x75B, 0x4B0, 0x62D, 0x158, 0x631,
0x3B6, 0x367, Ox17E, Ox1A7, 0x24A, 0x6DD, 0x1D2, 0x3D9,
0x3B3, 0x030, 0x40A, 0x6DE, 0x2CF, 0x2B1, 0x566, 0x4F6,
Ox2E3, 0x09B, 0x723, Ox1F5, 0x1CO0, 0x108, 0x007, 0x078,
0x69C, 0x0C3, 0xOFA, 0x5C3, 0x60B, 0x632, 0x0C4, 0x06B,
0x4A2, OX7EO, 0x185, Ox0A9, 0x74D, Ox7F0, 0x0C7, 0x066,
Ox1DE, OX7EA, Ox64E, 0x53C, 0x322, 0x258, 0x53D, 0x5A2,
0x456, 0x376, 0x463, 0x2FC, OxOAF, Ox3AC, 0x35B, 0x4CD,
0x67D, 0x477, 0x679, 0x114, 0x46A, 0x6E3, 0x08C, 0x12E,
Ox4A5, Ox3F7, 0x357, OX5EE, 0x209, 0x6BB, 0x533, 0x023,
0x61D, 0x567, 0x6CB, 0x19F, Ox3E1, Ox65E, O0x3F1, 0x671,
0x409, 0x005, 0x5C1, 0x389, 0x0D2, Ox2E9, 0x2F6, 0x6AS8,
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0x645, 0x198, Ox1E2, Ox61E, 0x508, 0x48F, 0x263, OXOFE,
0Ox7DB, Ox7CA, 0x7C4, 0x536, 0x414, 0x308, 0x762, 0x228,
Ox0AC, Ox2EF, 0x0D3, 0x379, 0x505, 0x73B, 0x588, 0x06C,
Ox5E2, Ox69F, Ox1CC, 0x47E, 0x254, 0x59E, Ox5BA, 0x2DC,
0x411, Ox7E1, Ox3EC, 0x289, Ox1AD, Ox1AE, Ox5B7, Ox4F2,
Ox34A, 0x74C, Ox17A, 0x44B, 0x381, 0x402, 0x6BC, 0x3C5,
0x553, 0x786, 0x33C, 0x413, 0x5A5, 0x38B, 0x5B6, 0x13C,
0x60C, 0x656, 0x190, 0x239, 0x617, OX1E5, Ox3A9, 0x2A3,
Ox79E, OX6EB, Ox56E, Ox07F, Ox2E5, 0x1A9, Ox55F, 0x270,
0x094, 0x4FC, 0x063, 0x319, 0x017, Ox1DB, 0x59B, 0x2C9,
0x332, 0x66B, 0x06F, 0x73D, 0x23C, 0x5BC, 0x12B, 0x756,
0x248, 0x74B, 0x0D6, 0x763, OX4EC, 0x7A9, 0x026, Ox32A,
0x38D, 0x076, 0x133, 0x3BA, 0x798, Ox1FC, 0x7D8, 0x661,
0x269, 0x6D3, 0x100, 0x2C3, 0x3DF, 0x144, 0x275, Ox01A,
0x07C, 0x391, 0x44C, 0x42D, O0x6CC, 0x7D6, 0x593, Ox0AA,
0x4D3, 0x6BE, 0x134, 0x26F, 0x73E, 0x4C9, 0x0EO, Ox3ES6,
Ox7FA, 0x3F3, 0x079, 0x779, 0x387, 0x1D6, 0x323, 0x676,
OxO0E1, Ox71A, Ox77D, 0x499, 0x1C4, 0x120, 0x018, 0x287,
0Ox20E, 0x232, 0x476, 0x7D7, 0x1C3, 0x295, 0x45D, 0x66D,
Ox4A1, 0x6C5, 0x24B, 0x1C5, 0x5C0, 0x6C7, 0x2A0, 0x0AO,
0x221, 0x40F, Ox2F4, 0x07D, 0x674, 0x544, Ox50E, 0x145,
Ox1EE, 0x2D4, 0x542, 0x118, 0x1D3, 0x75A, 0x00B, 0x44E,
0x3D6, 0x112, 0x6BD, OX5DE, OxOCE, 0x2F3, 0x19B, 0x2DF,
0x481, 0x7C3, 0x35F, 0x5BF, 0x582, 0x34C, 0x71B, 0x17C,
0x626, 0x421, 0x49D, 0x79C, 0x35C, Ox4AE, 0x3A1, O0x1A2,
0x63F, 0x1D5, OX5ED, 0x459, 0x71F, 0x3D4, 0x327, 0x715,
Ox3FD, 0x020, 0x72C, 0x4E®6, 0x768, 0x511, Ox15E, 0x581,
0x2B4, 0x350, 0x284, 0x625, 0x47A, 0x1D0, 0x7D3, Ox3FF,
0x065, 0x3C1, 0x403, 0x349, 0x616, 0x434, 0x6A0, 0x37D,
0x4D4, 0x563, 0x2BE, 0x32C, 0x56D, 0x60E, 0x274, 0x3C6,
0x76B, Ox7A6, OX6FA, 0x05B, 0x236, 0x529, 0x5A1, Ox1A3,
0x2C4, 0x240, 0x61B, 0x652, Ox57A, 0x3A4, 0x398, 0x2FO0,
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0x298, 0x36E, 0x5D9, 0x7DA, 0x0F8, OxOFF, 0x161, 0x767,
0x78F, Ox5E0, 0x21E, 0x699, Ox3AE, 0x358, 0x574, 0x707,
Ox7DF, 0x362, 0x506, 0x7B6, 0x6B1, 0x2B6, 0x352, 0x3A5,
Ox18F, 0x61A, 0x0A3, 0x197, 0x13F, Ox7A5, 0x611, 0x41C,
Ox78E, Ox5D7, 0x265, Ox2F7, 0x4C2, 0x22A, 0x3CC, 0x678,
Ox09E, 0x334, 0x3B4, 0x498, Ox3AD, Ox5F7, Ox1FF, Ox2E7,
Ox09A, 0x487, Ox44A, OX7E9, 0x1D8, Ox5A7, 0x7C1, Ox5D6,
Ox2EA, 0x062, Ox3BE, 0x622, 0x083, 0x592, Ox7E6, Ox7E4,
0x37B, OxODC, 0x793, 0x562, 0x249, 0x78C, 0x360, Ox5F4,
0x5DD, 0x5B5, 0x431, Ox1FA, 0x6A7, 0x612, 0x312, 0x789,
0x18B, 0x59A, 0x30B, 0x443, 0x159, 0x2D8, 0x602, 0x7D1,
0x2CB, 0x11F, 0x608, Ox4EB, 0x02B, 0x486, 0x1C1, 0x5C5,
0x092, 0x087, 0x62A, Ox2ED, 0x775, 0x49F, 0x623, 0x68D,
0x1A0, O0x3C2, 0x162, 0x40C, 0x341, 0x442, 0x452, 0x709,
Ox2AA, 0x27A, 0x09D, 0x374, 0x438, 0x517, 0x28D, Ox7A7,
0x331, 0x472, 0x2A7, 0x324, 0x18A, Ox5BE, 0x2CA, 0x0B6,
Ox00A, 0x449, Ox5E7, 0x255, 0x423, 0x371, 0x564, 0x3BB,
0x29B, 0x738, 0x790, Ox5CA, 0x74F, 0x082, 0x33E, 0x53F,
0x122, 0x51D, 0x363, 0x697, 0x6C6, 0x629, 0x504, 0x601,
Ox1EB, 0x6D6, 0x343, 0x2B2, 0x7F5, 0x64F, 0x450, 0xOBB,
Ox3F8, 0x11C, 0x03F, 0x036, 0x6DF, 0x193, 0x044, 0x08D,
0x491, Ox5FF, Ox1DD, 0x26C, 0x2C8, 0x6CE, 0x44F, Ox26E,
0x783, 0x5B4, 0x6B5, 0x3A3, 0x4B2, 0Xx03E, 0x7B1, 0x233,
0x585, Ox5E3, Ox6E4, OX5EB, 0x3E3, 0x2A1, 0x706, 0x6C9,
Ox0CA, 0Ox01E, 0x5B3, 0x201, 0x0C5, 0x353, 0x458, 0x770,
0x009, 0x15F, Ox37F, 0x55D, 0x17F, Ox1F2, 0x262, 0x49C,
Ox56F, 0x526, 0x250, 0x29F, 0x7C2, OXxOCF, 0x6D8, 0x13D,
0x073, 0x29E, Ox6FE, Ox4EOQ, 0x501, Ox7E7, 0x20A, 0x0B3,
0x788, 0x560, 0x6D9, O0x6E9, 0x4D5, 0x543, 0x50D, 0x1BC,
0x21C, 0x11B, 0x4CC, Ox0F1, 0x72D, 0x722, 0x635, O0x3A0,
0x596, 0x727, OxOF4, 0x545, 0x772, 0x650, Ox75E, Ox1E9,
Ox4EF, 0x64B, 0x483, 0x234, 0x56B, 0x4A4, 0x7C9, Ox70F,
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0x39D, 0x757, 0x733, 0xO5F, 0x5B9, 0x22D, 0x03A, 0x445,
0x58B, 0x18E, O0x5CC, 0x370, 0x188, 0x0A6, Ox2AE, Ox55E,
0x4D2, 0x229, 0x1A5, 0x67B, 0x140, 0x317, Ox39E, Ox1AF,
OX7FD, 0x692, Ox27E, 0x348, O0x6A2, O0x58A, 0x522, 0x1DC,
0x351, 0x49A, 0x609, 0x344, 0x2E1, 0x060, 0x3A7, 0x468,
0x446, 0x4B6, 0x1A8, O0x4E3, 0x191, 0x318, 0x04C, 0x16D,
0x110, 0x245, 0x4D9, 0x299, 0x435, 0x15D, 0x6C0, 0x294,
0x4C3, 0x7CC, 0x5D0, 0x222, 0x3F5, 0x042, 0x214, 0x10B,
0x441, 0x32D, 0x4D1, Ox3F6, Ox4AA, O0Xx5E6, Ox5F5, 0x04B,
OX5AE, 0x256, 0x70A, 0x378, 0x76D, 0x71C, 0x338, 0x792,
0x799, 0x2DE, Ox77A, 0x4BF, 0x15C, 0x427, 0x05D, Ox16F,
OX7EC, 0x570, 0x619, OXx5CD, 0x4CF, 0x47D, Ox68E, 0x54B,
0x325, 0x2A8, 0x10D, O0x02E, 0x2E2, 0x794, 0x451, 0x021,
0x52A, 0x7D9, Ox1EF, 0x660, 0x09F, OX6ED, 0x148, 0x17D,
Ox66F, 0x64A, 0x099, 0x278, 0x6AB, 0x644, 0x290, 0x211,
0x051, 0x393, 0x26B, 0x356, 0x719, 0x271, 0x279, OX5A6,
Ox7FC, Ox6FB, 0x63A, 0x436, 0x559, 0x366, 0x382, 0x1CA,
0x384, 0x3E9, 0x3D2, 0x4C7, 0x735, 0x1F9, 0x2BC, 0x277,
0x42F, 0x04D, 0x4F0, Ox45A, 0x170, 0x782, 0x410, 0x500,
Ox15A, 0x395, 0x38E, 0x244, 0x4A3, 0x677, 0x32F, 0x138,
0Ox3DC, 0x203, 0x30D, 0x591, 0x685, 0x56C, 0x58D, 0x3F2,
0x572, 0x778, 0x3C9, 0x3CA, 0x2FF, 0x3D3, 0x4DA, 0x60A,
0x316, 0x1B4, Ox5CE, 0x532, 0x535, 0x055, 0x555, 0x0F3,
0Ox40E, 0x069, 0x2DB, 0x276, 0x25C, 0x1E7, 0x701, Ox6F1,
0x696, 0x137, 0x2D0, 0x653, 0x774, 0x432, 0x603, 0x169,
Ox1E®6, Ox1E8, Ox7EB, 0x6F5, 0x0B1, 0x097, 0x684, 0x418,
Ox1F3, 0x37E, 0x399, 0x63D, 0x74A, Ox6FD, 0x45B, 0x651,
Ox7A2, O0x3DD, 0x23A, 0x012, Ox19E, 0x79F, 0x095, Ox4A7,
0x2D5, 0x2B5, 0x630, 0x6F8, 0x085, 0x5C4, 0x69A, 0x2AF,
0x618, 0x624, 0x218, 0x273, OX3EA, 0x101, 0x12F, 0x485,
Ox6F6, 0x28B, 0x5BB, 0x046, 0x698, 0x702, 0x127, 0x6D0,
0x10C, 0x3CB, 0x3AB, 0x695, 0x040, 0x7B9, Ox6E7, Ox31F,

21

Marcus Leech



CRISP

ES[6]

0x1D4, 0x29C, 0x76A, 0x377, Ox1E1, Ox1AB, 0x578, 0x071,
0x78D, 0x4FF, Ox5E5, Ox6F4, 0x35D, 0x22C, 0x383, 0x315,
0Ox32E, Ox4BA, 0x657, 0x20B, 0x7BD, 0x407, Ox11A, 0x4DO,
Ox41F, 0x7C8, 0x568, 0x21B, 0x726, 0x714, 0x530, 0x7B4,
Ox35E, 0x541, 0x49B, 0x19C, 0x14B, 0x745, Ox6EE, Ox7FE,
0x780, 0x1A6, Ox57F, Ox66A, 0Xx7ES8, 0x01F, OXx5A9, 0x538,
0x6B7, 0x7B0, 0x614, 0x098, 0x670, Ox2F9, 0x019, Ox4FE,
0x4FD, 0x3BF, 0x5B1, 0x708, O0x6F7, Ox7F8, 0x283, 0x34F,
0x718, Ox1F4, Ox0D7, 0x27F, OXOEF, Ox2EE, 0x339, 0x637,
Ox2F8, 0x06E, 0x583, 0x587, 0x260, 0x251, 0x597, Ox0A7,
0x206, 0x291, 0x60F, 0x54F, 0x280, 0x129, 0x7B5, 0x43C,
0x194, 0x205, 0x3DE, 0x430, Ox6E6, 0x2A6, 0x2FD, 0x512,
0x173, 0x165, Ox3EE, 0x518, 0x659, 0x093, 0x1C2, 0x301,
0x737, 0x565, 0x4CA, 0x77C, Ox25A, 0x4F1, OX6EA, 0x460
Ox5F8, 0x189, 0x091, 0x35A, 0x39B, 0x649, 0x2F2, 0x310,
0x27B, 0x272, Ox21F, 0x62F, 0x66C, OXxOE3, 0x49E, 0x704,
0x7DC, 0x084, 0x6A1, 0x369, Ox2EB, 0x797, 0x658, 0x174,
0x78B, 0x5D5, 0x4B8, Ox5FC, 0x62B, Ox5E1, 0x655, 0x664,
Ox11E, 0x669, Ox72F, 0x0A2, 0x688, 0x59D, 0x50A, 0x496
0x628, 0x081, 0x0C6, 0x6B8, 0x5A0, 0x292, 0x50C, 0x51A,
0x493, 0x641, 0x6A6, 0x38F, 0x2AD, 0x77E, Ox1BD, OX1EA,
Ox6DA, 0x306, 0x7CF, 0x124, 0x1D7, Ox2BF, Ox4AF, OXOE7
0x149, 0x45F, 0x6D1, 0x3D5, 0x422, 0x115, 0x11D, 0x577,
0x5B2, Ox16E, 0x4E9, 0x73C, 0x595, OxODE, 0x0ODB, 0x3B9,
0x7B8, 0x43F, OxOFC, 0x484, 0x1B3, 0x51B, 0x372, Ox5F1
OxB6A5, Ox14E, Ox6F9, 0x717, Ox7AB, Ox7BF, Ox6A9, OXx7AF,
0Ox31A, 0x4C6, 0x029, 0x7F4, 0x2DD, 0x01D, 0x747, 0x795,
0x4B5, 0x455, 0x61C, 0x152, 0x76E, 0x2BB, 0x1FB, 0x5C2,
0x0B4, Ox08A, Ox7F6, 0x73F, 0x429, 0x604, 0x064, 0x75F,
0x1B2, 0x25D, 0x6F2, 0x3C8, 0xODF, Ox5E8, 0x4BD, 0x13B,
Ox3FC, 0x215, 0x4D6, 0x3C3, Ox6EF, 0x12D, 0x751, 0x0B9,
Ox1DF, 0x3C4, 0x397, 0x267, Ox2FE, 0x7C6, 0x68C, 0x663,
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ES[7]

OX7ED, 0x48E, 0x4DF, 0x09C, 0x07B, Ox4EA, 0x65A, 0x0C1,
Ox5F2, 0x724, 0x1AC, 0x004, 0xOBC, 0x3B0, 0x1F0, OxOEB,
0x515, 0x633, 0x238, 0x2BD, 0x1D1, 0x761, Ox3E2, Ox25E,
Ox14F, 0x328, 0x488, 0x490, 0x337, 0x058, 0x7FB, 0x039,
0x1C9, 0x048, 0x23D, 0x224, 0x177, 0x192, 0x57C, 0x758,
Ox2E4, Ox6AA, 0x497, 0x764, 0x503, Ox777, 0x0B8, 0x2B0,
0Ox3DB, 0x648, 0x213, 0x551, 0x0A1, 0x598, 0x336, 0x227,
0x33F, OxO0ED, 0x454, 0x022, 0x785, 0x151, OXOEC, 0x680,
0x5C8, 0x13E, 0x41B, 0x605, 0x67A, 0x2CO0, 0x759, 0x687,
0x03C, 0x5BD, 0x237, 0x2EC, 0x739, 0x050, 0x404, 0x480,
Ox5A4, 0x223, 0x70B, 0x0C9, 0x7A3, 0x439, 0x335, 0x47B,
Ox24E, 0x375, 0x14A, 0x453, 0x464, 0xO5E, 0x31B, 0x30C,
Ox3A8, 0x01C, 0x166, OXx6EC, 0x2A2, 0x4C1, 0x519, Ox10E,
0Ox0CB, Ox0AD, 0x132, 0x6C3, 0x074, 0x259, 0x333, Ox51F,
0x548, 0x5C7, 0x25B, OXxO0E2, OXOE8, 0x547, 0x7CD, 0x53B,
Ox5A8, 0x0CD, 0x507, 0x41D, 0x1CD, 0x52E, 0x210, 0x390,
Ox37A, 0x300, 0x64D, 0x534, 0x28C, 0x594, 0x2E0, 0x70D,
0x176, 0x539, 0x4B1, 0x579, 0x781, Ox1BE, 0x569, 0x0AS8,
0x373, 0x4F4, OX7EE, 0x226, 0x340, 0x08E, 0x2B9, 0x599,
0x45E, 0x4CO0, 0x34E, 0x640, Ox53E, 0x179, 0x31D, 0x1BO0,
Ox7F9, 0x7CO0, Ox2FA, 0x5DA, 0x2AB, 0x2B7, 0x0DO0, 0x524,
Ox0F9, 0x26D, 0x531, 0x462, 0x68B, 0x516, OxOF0, 0x681,
0x090, OxOE®6, Ox3AF, 0x5F9, Ox55A, 0x620, 0x12C, 0x4D8,
0x4B7, Ox30F, 0x401, Ox71E, Ox5FB, 0x128, 0x7C5, 0x7DD,
0x732, 0x672, 0Ox7CB, Ox7EF, 0x14C, 0x4CE, 0x17B, 0x008,
0Ox2E®6, 0x015, Ox5CF, 0x2A9, 0x6B6, Ox7F1, 0x053, 0x467,
0x750, 0x141, 0x088, Ox1CE, 0x4FB, 0x006, 0x24F, 0x142,
Ox10F, OX5EA, 0x673, 0x28F, 0x54A, 0x059, 0x494, 0x3B1,
0x7B2, 0x196, 0x011, 0x311, 0x554, 0x307, 0x054, 0x2F1,
Ox25F, Ox6BA, 0x741, 0x5CB, 0x001, 0x39F, 0x636, 0x164,
0x385, 0x4A8, 0x111, 0x067, 0x7D5, 0x39A, 0x1A1, 0x21D,
0x2A4, 0x5D1, 0x6C8, 0x4DC, 0x7A8, 0x29D, 0x4A0, 0x146,
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Appendix B: Example Tables used irS() function

S[0]

7,69, 15,248,179, 22,125, 84,192,153,103,188,252,126,214,177,
146,208,246, 36,212,243, 92, 73, 87,171,255,238,197,205,196, 86,
100,118, 32,164, 44,222,203,183,245, 59,178,127,206,158,137, 18,
65, 1,72,162, 11,109, 56, 45,216, 42, 37,211, 43,198,140, 48,

64, 50,220,123,170,119,157, 58, 31,156,155, 82,139,152,174,175,
35,237, 54, 4,166, 71,190,186, 53, 41, 2,213,110, 26,151, 55,
235, 74, 12,136, 0,241,236,226,182,111, 24, 33, 96, 16, 97, 6,
204, 75,104,113, 8,107,176,217, 23,233,121,130,191, 17, 81,120,
38,225,161, 14, 19, 40,231,201, 39, 9,114,165, 89,210, 3,150,
145,115, 99,187, 30, 61,122, 63, 25, 95,209,168,230,106, 62,105,
102, 98,227,247,135,189,138,219,112,240,215,234,144, 90,202,132,
134,154,148,254, 76,224,117, 93,116,253,108,195, 13, 51, 21,239,
249, 46,133, 66,129, 83,223,221,173,141,169,180, 78, 94, 88,142,
85,244,194,128,149,184, 49,159,218, 77, 52,185, 91, 68,251,232,
124, 29,207, 57,242, 60,172, 10, 20,250, 67,101, 79, 47,228,200,
34,163, 28,199,131,193, 80,167, 70, 5,229,147, 27,143,160,181,
182,117,173,103, 93,114, 61,197,112, 54,151, 13,242,160,189,157,
17,218, 2,156,213, 69,249,120,166,145,226,206,154, 56,123, 47,
202,138, 65,207,245, 66,192,158,221,220,136,191,187,107, 16,208,
199,105,210, 88,143, 27, 62,200,195,193, 64,101, 99,230,104,178,
44,106,172,102,250,180,229, 3, 10,125,228,142,161,225, 9, 75,
96, 94,167,233,164,240, 60,209,212,248,141,241,194,204, 97, 78,
140, 57, 5,247, 28, 31, 39,133,146,224, 53,217, 43,134, 92,237,
188, 21, 42, 77,227, 35,203,252,147, 45,190,223,246,251, 51,234,
89, 11,219,214, 87, 34,122,170, 26,155, 36,118,183, 18, 58,132,

6, 30,239, 22, 46,231,236, 95, 55, 76,130,111,184, 67, 72,150,
59,109,116, 48, 7, 83, 23,222,137, 86,169, 70,139,238, 74, 12,
186, 85, 20,127,126,175, 50, 68,119,148,185, 81, 4,162,253,171,
159,196, 33, 90,165,176,216,110, 63, 29,135, 15,179,149,181, 37,
255, 91, 24,211,152, 1,100,129,168, 25,144, 19,198, 40,108,174,
128,113, 0,153, 98,254,163,215, 80, 32,244, 14,205, 73,232, 49,
243,124, 38,121,115, 71, 82, 8,177,235, 84, 41, 52, 79,131,201,
230,143,138, 42, 16,180,114,118, 15, 51, 1, 19,228, 35, 37,171,
247,206,199,211, 18,227,192,224, 92,225,176,112,160, 36,168,119,
65,129,198, 50,231,173, 93, 81, 3,135,102,155, 26,248, 48, 74,
146, 25, 63,195, 54,216,200, 69,133,217, 2,240,101, 53,104, 90,
109, 77,191, 98,233,183,163, 72,106,196,246,166,126,208, 43,148,
136, 99, 44,252,210,236, 61, 28,120,113, 34,132, 67,110,177,122,
185, 57,139, 23,197,218, 9, 52, 46,144,194, 94,182, 32, 8, 79,
123, 86, 29, 5,153,179,157,165,145, 13, 49,190, 4,184, 21,189,
186, 78, 95,243,241,103, 30,254, 71, 39,237, 73,105,121,151, 76,
149,204,232, 20, 62, 41, 70,158, 97,221,130,167, 84,181,162,202,
47, 40, 14, 89,150,229, 24, 58,212,203,250,159, 55,174,134,234,
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91,219, 11,215, 88,124, 59, 22,154,140,156,214,207, 80,244,161,
108,205, 27,116, 17, 85, 10,137, 60,147, 83,169,115,128,253,239,
117,245,188,107,172, 0,127, 96,209, 66, 31,238,141,125,193,100,
164,249,170,220,187, 75,178,131,152,242, 68,255, 33, 56, 87,213,
175, 12,235, 7,142,251,201,223, 6,222, 64,111, 82,226, 45, 38,
52,178, 4,775,122, 43,249, 49, 25, 7,148,227, 31,124,201,205,
171,101,165, 18,240, 82,158, 9,144,127, 71, 40,156,141,233,206,
187, 38,199, 95,239,105, 78,138,116, 97,225, 59,151,195,140,168,
157,145,253, 19,196,179, 65,150,136, 80, 42,254, 44, 32,137, 37,
132, 16, 66,197,247, 6,170,119, 28, 57,160, 73,243,216,198,220,
153, 79,188, 47, 50, 92,106, 15,251, 53,180, 1,111,113, 89,175,
204, 70, 45,224,112, 64,238,128, 63, 60, 91,110,219,223, 21,107,
121,215, 76, 13, 3,241,115, 10, 86, 88,129,221,114,169, 94,149,
24,183,250, 12,126,109,177, 74, 2,211,189,228,203, 54, 0, 69,
34,133,147,190, 77,100,139,214, 55,135,181,161, 83, 8,172,231,
143,103, 26, 99, 46, 22,230, 27, 90, 29,163,207, 72, 87,146,104,
232,184,176, 84,202, 5, 48,194, 20,191, 62,166,152,248, 35,131,
61,182,229,245,244,154,234,130,134,218, 17,162, 56,108, 85, 23,
36,252, 67,213, 30,212,208, 81,118,226,217,209, 41,142, 14,185,
237,242,125,167,210,235, 33,123, 68,200,246, 51, 96,255,236,120,
173, 39,193,164, 58, 11,117,102, 98,222,159, 93,155,192,174,186,
122,142,100, 45, 70,124, 30,138, 59, 71,214,191,204,180, 39,168,
120,215, 53,146,131, 76,237,192,144,213, 64, 90, 8,143, 88,159,
207,104, 14,241,234, 18, 74, 60, 20, 80,161, 10, 96, 41, 69,210,
55, 32,229, 85,115, 99,251, 79, 62,254, 52,127,106,243, 93,177,
255, 49,182,197,230, 2, 57,128,132, 42,245,193, 43, 98, 66,238,
82,231, 58, 24, 31,224,226,165,154,164, 87,103, 11,221, 54,201,
160, 33,126, 17,206,208,114,109,152, 44,233, 25,163,137,205,119,
35, 4,116, 46,186, 3,158, 5,202, 84, 15,123,242,189,101,248,
134,194, 19, 37, 36, 72,113, 6, 26, 50,112,171,117,157, 0,185,
92, 27, 13,218, 56,211,110, 47,170,175,162,166,135,188,156, 28,
139,102,125, 1,149,249, 7, 21,227,216,181, 75,244,199,107,190,
130, 65, 81,187, 40,200, 86,176,196,108, 34,147,203,236, 94, 22,
169, 9,145,153,174, 63,150,136, 12,223, 78, 73, 68,235,129,247,
195, 29, 97, 23, 77, 48,246, 61,240, 51,212,172,217,232,252,140,
141,178, 38,173,118, 89,105,219,151, 95,198, 91, 16,184, 67,228,
111,133,220,121,222,155,148,167,239,183,253,225,209,250,179, 83,
198,219,161,229, 41,120, 50,107, 78,165,121, 74,153, 46, 70,177,
189,170,240,245,112, 63,191,235, 80, 85, 7, 40, 31,154, 51, 11,
221,181,163, 24, 57,195,186, 97,124, 23,246, 95, 9,110, 61, 58,
187, 84, 30, 5,251,131,207,243,166, 93, 48,117,185, 2,150,160,
68,239,142, 15,202,139,138,100,173,172, 42,216,194, 43,244,206,
180, 98,141,184,233, 82,155, 16, 72, 87,228,122,114, 10,116, 47,
169, 91,132, 52, 25,109, 77,190,136,171,188,119,242, 34, 45,108,
167,215,203,223, 27,101,149, 14,128,210,234,126, 96,225, 0,208,
123,205,254,175,226, 44, 29,182,231,238,143, 37,179, 1,193,174,
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211, 3,54, 65, 90, 8, 19,144,249,115,237,209,204,212,255, 38,
134, 53,248,218,230,113, 17, 69, 92, 94, 71,222,241,146,145, 75,
6,111, 36,104,164,147, 39,250,199,135,162,196,217,156,103,130,
140, 89,220, 21,183, 59,148,227,159,151,178,192,127,102, 76,168,
214, 12,118, 81,137, 32,129, 4, 56, 33, 35, 62,252,152, 26, 22,
67,213, 73, 66,133, 88, 28,232,157, 99, 79,158,224, 49, 60, 13,
106, 20,253, 55, 86,201,236, 18, 64,125,176,197, 83,105,200,247,
25,213,125,106,183, 54, 93,142,191, 23,173,197, 6,113, 3,244,
16,240, 20,175, 30,215,161,205, 32, 31, 19,243, 62, 70,107, 87,
42,75, 39,168, 9, 24, 74,188,121,163,218,111,211,145,251,234,
73,120,139,236,221,143,127,138, 91, 40,128, 63, 14,124, 37, 26,
36, 81,104, 7,112, 98, 68, 52, 51,101, 71,194,239,230,147,102,
159,238,169,184, 66,105,231,228, 47, 18,178, 80, 82, 8, 49,232,
79,190, 88,167, 45,226, 50, 27,193,141,150, 72,129,219,174, 35,
41,222,154, 65,166, 58,237,212, 38, 96,133,122,135,235,103, 34,
248,144, 17,200,118,204, 29, 64,149,201,223,187, 13,246,162,225,
97,171, 77,137, 22,189,176,233,119, 67,114,160, 15,151,115,109,
153,116,134,203, 60,172,117,131, 43, 4, 83,186,179, 56, 28, 53,
108,156,254,136,217,207,170, 92, 61, 46,155, 90, 86,126, 11,195,
148,227,140,110,252,130,209, 5,216,242,250,198,164,192,181,255,
146,247, 89,206, 85,100, 94, 2,253, 69,177, 84,208, 76,165, 59,
95, 10, 21,152,132, 55,249, 12,214,202, 99,241, 44,229, 48, 1,
78,210,199,224,245, 0, 57,180,185,123,182, 33,157,220,158,196,
139, 90,188, 83, 69, 3,102,221, 64, 31, 41,207,136,179,240, 66,
211,168, 72, 91,251,108,232, 92,161,128,225, 8, 50, 14,193,115,
95, 53,190,159,103,104,246, 51,165,241,113, 37,204, 7,167,224,
17,176,100,122,208,196,111,194,178, 59,205,133,119,174, 5,222,
201,236,235,219,162,116,212, 28, 42,169,192,147,210, 26,197,137,
245,209, 98,252, 52,172, 23,107,117, 4, 63, 49,216, 82, 60,112,
200, 27, 19, 20,234,153,180,130, 44,101, 33, 71,195, 67,255,250,
129, 22,244,134, 84,106,238, 36,141, 15,181,163, 9,145,214,155,
55, 46,237,166,170, 35,140, 78,186, 76,173, 18,185,156,150,198,
217,242, 0,120, 97,175,199, 47,226,227, 56, 12,220,187, 85, 68,
62,183,191, 40,160,158,127, 39,249,206,184,114,203,154,239,151,
30, 81,138,164, 1,157, 10,123,146, 48,132,135,215,144, 94,152,
109, 93, 70, 77, 74,254,126, 87,177, 79, 80,142, 99,143, 29, 11,
32,110, 89,118,125,248, 16, 86,243,182, 6,189,124, 88,171, 61,
231,148,149, 73,228, 38,218, 43, 75, 2,223, 65, 57,213, 13, 34,
131,247, 58, 45,253, 24,105,229,121,202,233, 25, 54,230, 21, 96,
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S[1]
250, 9, 47,157, 57,118,152, 66, 54,160,140,127,197,213, 92,222,
108,193,200,134, 12, 90, 41,218,175,102,189,168,162,207, 36,109,
124,242,121, 52, 86,209, 76,163, 91,132,215,195,243,199,174,116,
165,106, 43,221,226,133,217,223,153,103,119, 30,172, 95, 35, 94,
248, 38, 88, 89,249,188,181, 0,184, 48, 29,148, 5,241,232, 84,
114, 33, 26,220,178, 51, 11,211, 61, 83,120, 40,144,143, 60, 73,
171,151, 77, 20,141,146,228,161, 96, 68,115,126, 13,202,251, 45,
34,180,154,131,244, 80, 32,149,138,237, 14,167, 50, 16,158,185,
78, 85,247, 10, 82,176,182,139, 25,210, 17, 39,252, 98,128,183,
239, 56,159,238,110,187, 15,230, 31, 21, 81, 22,229,142,227, 87,
111,205, 24, 64, 6,233, 53,104,254, 44,255,170,224, 58,155, 97,
79,236, 72,204, 3,192,123, 46,112,219,136,105, 49, 67, 23,164,
27,100,245,196, 63, 18, 99, 69,173,169,203, 74, 93,137, 7,206,
208,198,190,129,235,150,117, 75,147, 65, 71,107,125,156,101,212,
179,113, 28, 59, 42, 62, 55,122,246, 37,231,216,130,194,177, 1,
8,166, 19,240,234,253,225,191,186, 2,145,135,201,214, 4, 70,
114, 23,176,151,212,111, 79,199,116,254,146, 82,172, 39,118,211,
22,152,108, 47, 0,204,180,255,222, 37,240, 73,213,250,134,216,
189,175,162, 12,161,126, 66,220, 83, 89,223, 81,227,235,191,182,
138, 90, 26,102, 51,166,253,137,239,196,214,170, 72, 96, 3, 8,
86,217, 49,224,185, 41, 2,202,244,104,135, 95,100,107, 80,243,
231, 19,229,228,249,145,179, 42, 9,130, 84,168, 15,177,219, 88,
142,187,234,105,209, 67, 59, 93,106,215,190,103,169,174, 38,245,
147,230,127,247,131,122, 48, 30, 52,201, 31, 7,129, 56, 70, 13,
69,141,206, 35,160,194, 32, 76,121, 54,155,153,188, 43,246,203,
150,115, 60, 46,101,238,195, 94,112, 17,133, 65, 92,164,158,210,
33,154,125, 87,181, 34,156, 27, 77,241,144,159,248,149,167, 45,
178,207, 64,205, 99,173, 20, 21, 25,113,136,139,197,218, 40, 4,
91, 78,192, 29, 18,225,163, 68,140,183, 24,128,193, 36, 61,198,
208, 58,242,109, 62,226,236,117, 1, 5,157,143,148, 98, 50,165,
124,120,251,110, 28,171, 63, 85,119, 57,232,252, 55, 14,186, 10,
71,97, 16,132, 6,237,184, 75,123,221, 11,233, 74,200, 44, 53,
188,225,119,123,161,200,182,192,109,164,131,242, 21,205, 88, 84,
124,145, 32,112, 14, 66,178,128, 96,243, 25,195,213,194, 46, 40,
79, 72,154,116,169, 93,172,233, 34,130, 87,115, 18,249, 38, 30,
121, 90, 77, 3,135,138,214, 62,176, 50, 98,160, 43, 7,228,126,
15,250,193,210, 23, 2,107,199, 82, 29,113, 10, 64, 81,137, 37,
65,159, 4,120, 71, 68,224, 89,207,235,132, 75, 33,142, 20, 49,
95,170,150,220,241, 39, 78,184,185,146, 41,171,156,186, 5, 44,
80, 17, 42, 0,133,197, 97,244, 76, 94, 13, 45,219,105, 86, 6,
122,117, 61,218,175,118, 57,232,139,191,245, 24,153, 51, 59,179,
155, 52,158, 55,140,253,201, 67, 99, 85,189,255,212,209,237, 58,
28,236,216,198, 92,238,114, 12, 53, 1,203,148,111, 73,108,202,
177,101,127,125,162,231,166, 9,246,141, 74,208,129,240, 63,100,
70, 69, 54, 60,226,223,252,168,234,157,134,174, 11,149,248, 22,

27



CRISP Marcus Leech

196, 35,215, 91,217,151,183,167,221, 56,144, 16, 19,206,222,211,
230,103, 47, 36, 8, 26,136,143,187,152,229,251,173,163,204,190,
180,102, 83,227, 31,104,106,147,165,110, 48, 27,181,239,254,247,
242,102, 26,105,129, 96, 66,179,141,136, 20,226,142,255,205, 75,
30, 57,117,153,126,227,213, 85, 21, 43,110,203,108,121,104,176,
47,237, 0,201,215,159,168, 59,248, 70, 88, 89, 40,219,194, 61,
241, 36,206,130, 33,217,209, 87, 83,204,220, 64, 11,133,222,144,
158, 9,196,251,230, 82, 42,225, 80, 54,207,116, 93,134,229, 58,
211, 35,72, 73, 81,239, 18,174,184, 62, 77,200, 22, 79, 32, 99,
17,111,162,223,173, 48,185,135,171,232,208,164,224,188,115, 39,
247,186, 71, 41, 28,148,167,212, 44, 16, 53, 38,143,218,109,202,
163, 4,189, 23,249, 19,169,120,216,235, 51, 15,139,127,106, 6,
31,137,101,175, 34, 2,236,180,165,192,155,246,150,245, 63, 65,
50, 91,177,191, 3, 97,123, 46, 45,254, 12,149,151, 76,160,233,
1,199,112, 78, 37,214,195,181,253, 8, 7,118,132,131, 69,138,
146,172,250, 5, 60,187,128,234, 24,190, 74,113, 14,166, 92,182,
161, 49,124, 52, 25,238,231,170, 55,244, 68, 90, 56,152,125,122,
119, 10,157, 95, 84,147,154,228,193,240, 27,107, 13,210, 29,252,
178, 86,197,198,114,183,156,145, 67,103,140,243, 98, 94,100,221,
49, 70, 15,238,124,213,242,132,211,143,177, 18, 39, 13,170,105,
23,235, 83, 76,165,117,147, 52,161,202, 44,203,151, 64,106,126,
14, 45,186, 46,163, 71, 99,168,158, 51,173,121,118, 75,199, 22,
204, 7,216,209,201,160, 27,148,144,116,102, 59,190,233,223,129,
33,249, 12, 67, 1, 34, 36,156,193,123,248, 0,136, 11,184,113,
245, 69,139,176, 97,225,236,153,246,191,159, 57, 47,101,220,205,
119,169,251,130,104, 41,227,247,171, 95,196, 3,114,152, 96,162,
74, 81,133,150,134, 2,127,103,125,240, 68,230, 8,214, 20, 19,
37, 38,128,182,155,197,215,254,208,210,174, 28, 29, 16, 80,250,
198, 65,131,146, 88, 48, 26,221,178, 30, 63,218, 24, 6, 25,164,
219, 84,237,212,157,222,138,120, 94,252,255, 60,112,149,207, 43,
253,192, 91, 50,145,100, 73,166,181, 61, 32,229, 35,122,179,194,
137, 21, 10, 5,206,243,188, 86,185, 53, 62,187, 85,234,228,195,
31,135, 90,107, 42,231, 72, 4,142, 40,154, 56,109,224, 89,172,
175,239,241,244, 58, 55, 93,110,183, 66, 87, 92, 82,232, 54,189,
167, 9,115, 77,108, 17,180,226, 78, 98,217,140,200,111,141, 79,
90,177,128, 59,159,211, 56,119, 11,174,143, 94, 1,102, 85, 54,
63,246,233,230,203,139, 35,194,221,123,217,148, 18, 27, 87,163,
95,131,101,160,201,249, 20, 15, 43,129,190,224,106, 93, 86, 39,
38, 45,172,178, 25,149,130,242,254,195, 31,166,251, 98,180, 50,
134,179, 13,147,222, 73,216, 8,231,125, 22,228,241,187,188,150,
213,244, 6, 51, 61,255, 29, 4,137, 68, 53, 91,232,196,145, 66,
44, 71,200,252,103,212,227, 49, 99,215, 70,218,243,164,181, 88,
79,198, 36,112,171,210,124, 57, 69,120, 74, 60,235,204,151, 7,
33,132,121,161,175, 72, 96,118,140, 41, 28,223,117, 47,142, 76,
55,107,155,192, 14,122,111,156,167, 30, 62, 12,144,162,126,114,
237, 32, 48, 97,207,219, 17, 34,197,138,182, 77, 19,245, 81, 64,
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5,240,250,116, 16,157,173,229,208,109,110,127, 9,105,100, 37,
170, 46,236,169, 58,226,176, 3,220,206,248,136,214, 89,158, 2,
113,154,247,146,199,135,165,191, 83, 84, 75,104, 92,209,153, 67,
239,202, 23,115, 24,141,186,185, 65,189, 0,108,133, 80,234,205,
193,225, 52, 21, 78,253,184, 42,238, 10,183, 82, 26,168,152, 40,
183,211,114,100,167, 46, 57,174,225, 79,162,229,234,139,230, 65,
127, 24, 68,160, 45,171,213,151,109, 38,236, 34,250,153,226,161,
134, 98,156, 76,245, 35,173, 56, 77, 11, 9,117,136,217,193,105,
33, 5,140,198,222,200, 1, 10,224,178, 82, 41, 90, 80, 29,179,
23,144, 4,91,129,142,181,155,204,132,149, 53,201,163,192, 74,
247,108,146,235, 36, 72,116,231,119, 62,154,206,209,159,176,221,
248, 47,242, 84,169, 52,187,125, 13,110,107,141,218, 27,115,165,
238,223,128,158, 54,112, 7,126,137,118,101, 32, 86,170,180,220,
25,150, 12,186, 73, 19, 0,122, 94,157, 83,143,251,106, 21, 89,
61,131,210, 67,195, 39,111,147, 92,172,124,228, 20, 66,253, 81,
190,177, 87,130,232, 44,239, 97,133, 3, 26, 17, 16,188,203, 31,
75,168, 58, 48,249,104, 22,191,120,215, 63,121, 60, 37, 69, 18,
88,138,241, 78,184,233,103, 64,207,185,227,194,202, 96, 70,216,
152,254, 49, 95,255,219,175, 8,196,145,252,199,123, 30,243,237,
212, 93,214, 28, 55, 71, 99, 51, 59, 2,189,164,182,166,102,197,
42, 15, 40,244, 6,208, 50, 43, 85,240,135,246, 14,113,148,205,
26, 90,130, 27,222,247,102, 78,109,168, 11, 64,251, 9,120, 81,

7,240,193,219, 53,236, 62,117, 29,172,115,213,163,204,177,211,
170,162,131, 67,205,134,253,191,189, 80,137, 95, 8,238, 76,146,
160,140,209,210,133,169,255,121, 42,239,123,125,157,138, 25, 46,
181, 24,228, 92, 74,127, 89, 84, 68,173,111,199,185, 85,155,237,

3,156,175, 98,149, 35,216, 38, 66,248,165, 65, 18, 32,142, O,
182,116,221, 16,112,252, 36, 73, 4,122, 99,176,154,100, 88,200,
110, 54, 71,171, 96,126,226, 12, 72,202,180,174, 97,242, 51, 39,
108, 83, 91, 93,118, 41,179,235, 10,164,245, 23, 6,104,192,214,
15, 77, 70,150, 21, 50,143, 19,101,145,151, 45,249, 59,234,147,
55,139,194, 63,129,218, 47,229, 48,215, 58,201,217, 57, 61, 2,
107,212, 44,208,105, 34,178,113,132, 37, 33, 87,190,220, 5,148,
246,187,225,230, 22,166,136, 82,152,233, 60,244,128,231,103, 94,
52,203, 28,153,206, 30, 13, 49,183, 86, 17, 20,141,159,207, 1,
188, 79,119,114,161,158, 56, 31,198,224, 14,186, 43,135,144,106,
197,195,167,196, 40,232,184,241, 69,227, 75,124,243,223,250,254,
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88, 11,224,181,201, 79,173,194, 96, 47,129, 39,123,161,110, 32,
41, 19, 34,130,217, 71,220,116,233,147,178, 63,237, 57, 64, 73,
90, 85,191, 56, 60, 66, 50, 95,102,148,223,128,177,125, 7, 61,
165,212, 46,240, 58, 84,151,179, 29,127,131,105, 75,140, 1, 45,
98,171,163,229,207, 4,132,210,230, 0, 10,246,234,103,247,184,
111,101,175, 22,118, 14, 17,250,185,109, 12,160,121,155,238, 81,
176, 6, 77,180, 78, 31,138,170,157, 2,164, 23, 54, 35, 92,192,

62, 67, 33, 52, 44,134,198, 13,115,215,156,235,206,190,141, 80,
152, 99,133, 93,213, 97,214, 3,114,254,139,204,253, 72,248,251,
226, 89, 53,124,245,199,225, 68,197,166,162,135, 21, 87, 36,202,
30,243,188, 70, 94,100,117,137,126, 49, 37,145,200, 86,112,159,
20, 65, 26,104,149,189,168,218,169,203, 8, 74,193, 28, 51,255,
219,174, 42,221,120, 48,158,227,108,208,182, 27,106, 18, 38, 15,
25,153,119,232,167,144,222,241,231, 91, 83, 40,113,196,143,211,
236, 76,228,150,205,195, 9,136, 24,242,186, 82,172, 5, 16, 43,
216,154,187,249,142,239,252,146, 55,122, 69,183,107,244, 59,209,
198,141, 18,216,230, 50, 8,231,149,204,243, 38,250,168, 48, 82,
151,220, 31,114,244, 83, 62, 90,131,171, 78,113,107,143,152,1086,
140, 55,196,147, 29,119,236, 80, 51,209, 74,207,242,184,211,173,
255,169, 69,154,178, 71,117,150,134, 4,237, 12,137,157,111,162,
251,176,234,205,206,155,180,179, 67, 17, 43, 3, 19,227, 61, 22,
239,222, 1, 47, 58,182,232, 75,241,201,153,218, 72,199, 20,197,
32,126,214,233, 40, 2, 14,208,175,159,142, 36,144,128,192, 7,
93,225, 70, 63,186,120, 73,215,174, 99,123,188,224, 84, 97,160,
240,112, 21,132, 64, 89,121,130, 91,135, 10, 15,148, 92, 42, 5,
191, 81, 76, 41,125,226,101, 11,170, 87, 0,185,202, 65, 34,183,
109,248,229, 13, 23,166,219,247, 95,139,217,105,129,238,103, 24,
116,163, 33,212,235,189,172,122, 49, 9,194, 54,181,177,252, 6,
254, 27, 30, 60,108, 39, 53,145,138,213,190, 16,167, 56,246, 94,
35, 86, 28,156, 52, 68,221,124, 57,110,210,133, 77, 45,158, 85,
100, 88, 44,245, 98, 79,102, 59,104,187,249,127,195,118, 96,146,
37,200,253, 66,228, 26,115,223,165,161, 25, 46,136,164,193,203,
160,197, 1,186, 44,116,183,153, 75,254,144,246,239, 11, 0,170,
76,175,117, 57,189, 40, 29, 73,219, 93, 4,248,150, 81, 56, 96,
182,156, 82,162,126,231,242, 83,196, 24,119, 69,226,255,206,178,
167, 12,105,168,155,109, 49, 7,122, 78, 32,118,204, 33,157,218,
190,138,211,111,115,108,251,128, 28,209,241, 26,240, 67,230,235,
141,120,131, 64, 17, 6, 77,158,221, 79,130, 58,187, 39,121, 48,
202,188,143, 19,223, 46,220,140, 86, 65, 16,154,215,164,253,185,
181, 60,210,243, 30, 85,198,102, 90,169,208,224, 45,193,133, 55,
145, 63,203, 50, 61, 51,177,149, 5, 92,233, 68, 95, 71, 91, 9,

129, 59,132, 3,236,194,114,110,104,229, 53,199, 97,222,214,216,
146, 84,134, 98,173,234, 99, 42, 52,100,200,195,201,165,232, 2,
35, 20, 27,252,103,245,227,123,101,137, 13,107, 41,161, 43, 23,
14, 66,171,249,250,112, 18,163, 10,213,127,217, 88, 87, 94,212,
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124,172,180,238,113,179, 15, 74,135, 47,142,147,151, 25, 8,148,
36,225, 37, 89,184,174,136, 54,139,228,159,125,247,244,106, 34,
191, 72,205,237, 38,152, 80, 62,207, 21, 70,176, 31,192,166, 22,
239,166, 81, 97,179,148,207,225,129,119,130,205,193,131, 33, 70,
42, 2,245,187,146, 7, 77,231, 6,147,143,107,227, 47, 63,216,
115, 88, 95, 24, 69,133,254,243,233, 57,102, 40, 39,155, 18,171,
41,144,125,117, 99, 48,210,108,251,151,158,110,113, 27, 13,114,
19,209,212,242,136,116, 38,149, 84, 90,192,168,152, 53, 14, 75,
72, 85,186, 16,167, 87, 15,220, 64, 5, 22,154,138,228, 3, 35,
162, 10,248, 79, 9,120, 37,105,232,169, 26,177, 55,122,196, 94,
153,180,188, 49,201,255, 36,163, 82,106,128, 80,250,189,104, 25,
181, 68, 32, 51, 67, 62,103, 29,134,234,126,174, 50,197,195, 45,
238,176, 0, 96, 76, 12,224, 1,100, 28,184,199,241,145,118, 61,
101, 78, 46,217,230,140, 56,194,183,252,173,127, 91,200, 17, 65,
190,161,157, 54,211,137,247, 71,150, 89,124,132, 20,121,222, 23,
253,172,191, 43, 74,159,240,165,198,237,235, 83, 92,203, 58, 59,
98,156,112, 30,170, 4,139,160,164,213, 21,206,236,111,229,208,
86,123,202,226,246, 52,218,219, 31, 66,178,141,204,221,142,223,
249, 73, 60, 34, 93,215, 8,175, 11,135,182,185,214,109, 44,244,
151,255,181,202,148,180,203, 47, 28,175,247, 57, 36,224, 77,232,
75,209, 69,183, 7,174, 43,186,167,195, 22, 53, 33,213,116,117,
80, 91, 82,179, 5,198,163, 32,105, 81, 12,184,234,154, 76,120,
149, 39,222,137,178,182, 95, 79,133,129, 68,141, 37,229, 89,132,
112, 88,191,220, 54, 51, 15,177,194,231,171,100,211, 23,214,217,
173,123,187,126,227,128,158,164, 48, 11,188, 4, 71,161,157, 78,
63,245, 73, 25,168,104,162,107,131,246,199,160,250,244,155,218,
10,172,206,240, 14,156,119, 52, 31,146,106,204, 8, 85,144,248,
254,205,166, 9,225,111, 19,101, 99, 46,150,110, 27,185,143,241,
201,235, 62, 3,139, 83,197, 90, 94,200,127,121,212,176,136, 42,
124,236, 34, 30, 38, 26, 16, 61, 74,118, 1,125, 64,109,239, 59,
98,138, 18,196, 21,190,165,134,113, 0,242, 65,252,152,249,207,
84,142, 60,122, 50,169, 87,208,108,230,115,210, 24,223, 66, 40,
159,114,193, 93,216,237,253, 41, 58,233, 35,130,221,145, 6,215,
135,238, 49,147,102, 2,226, 45,192, 55, 92,170, 72, 13,153,243,
96,251, 20,228, 29, 86, 44,219,140, 56, 70, 17, 67, 97,103,189,
234,233, 17, 89,238, 14, 93,194, 41,200,161,219,203, 90,104,166,
214, 45,173,150, 23,167, 61,179, 67, 79,211,103, 46, 70,146, O,
2,154,208,112,187, 49,218,163, 84, 85,242,118,182,138, 83,212,
59,128, 58,207,149,170,247, 38,250, 24,216, 56, 3,204, 74,165,
228,113,110, 22,196,178,141,180,160,243,232,123,148, 71,225,239,
168,129,254, 33, 32,215,152,133,108, 68,127,183, 8, 64,114, 72,
19,120, 63, 65, 69, 87,224, 82,116,217,162, 5,237,115, 78,117,
11,107,185,157,174, 1, 29,198, 42,199,255, 95,177,190, 48,213,
197, 7,175,143,145,153,102, 57,176,142, 21,235, 44,231,202,132,
195, 55, 75, 98,240, 62, 16, 35,246,223,248, 88,205,230,253, 73,
171,188,193,140, 51,130,155,134,184,192, 99, 15, 27,131, 54,244,

31



CRISP Marcus Leech

53, 30, 13,220,151, 43, 36, 86,137, 18,227,159,105, 37,158,169,
81, 96,135,136,226, 52, 25, 28,210, 50,124, 31,106, 92, 12,100,
201, 97,111,144, 4,109, 6, 47, 40, 94, 76,252,126,164,249, 80,
10,229,236,241,139, 9,189,101,209, 26,245,251,156,206, 20, 34,
60,191,172,222,125,119, 66,181, 77,221,147, 39,121, 91,122,186,
248, 10, 13,147,188,180,105,104,245,165, 86,100, 37, 38,152, 24,
97,133, 81,218, 79,120,226,177, 30,220,150,194, 4, 47,215,243,
189,125, 93,173,212,159, 21,197, 87, 95, 52, 60, 65, 98, 69,121,
88,240, 58,172, 29,202, 66, 80,198, 25,183, 89,151, 36,169,252,
149,119, 71, 85, 68, 76, 8,108,207, 42, 2, 54, 34,219,164, 91,
158,138, 73, 44, 45, 16,250,192,103, 70,122, 6,167, 84,204,237,
5,163, 56,246,161,247, 19,124, 59,213, 0, 33,209,187,107,227,
175, 3,191,249,139,127,210,123,155,205, 31,224, 35, 18,153,222,
94,168,126, 51, 72,216,241, 64, 27,109, 53,135, 63, 39,190,113,
230, 17, 61,201,154,244,239,117, 92,179,196, 22,101, 15, 20,116,
41,156,144,176,142,136,106,223, 62, 12, 90,137, 99,131, 40, 96,
236,211,186,238, 78,208,141,255, 55,160,251, 26,174, 9,221, 67,
225,118,112,114, 77,195,233,110,235,203,170,134,184,242, 50, 57,
206,200,182,231, 82,193,130, 46, 7,162, 75,146,129,145,140,253,
11,102, 83,228,254, 49,171,143,199, 48, 1,234,157,232,229,111,
14,181, 32,185, 74, 23,166,178,148,115,214, 28, 43,217,132,128,
255, 67, 48,214, 93, 28,161,201,183, 94, 73,215, 33, 59,228, 12,
167,205,113, 15, 11,206,202,220, 16, 69,117,150, 41, 10,223, 39,
20,125,173, 29,139,112,243,178,102,210,142,248,249,213,209,122,
187, 1,182, 5,148,227, 52,194,144,245,254,107,219, 51,123,222,
90,236, 27, 72,162,137, 62,174, 9,145, 24,127,126,146,191, 37,
23,115, 89,141, 30,185,212,106,119, 65, 0,124, 66, 18,224,198,
128, 97,239,156,207,136,105,235, 81,116,138, 35, 78,177, 34,241,
169,225, 21,242, 91, 49, 7,186,109, 13, 58,132, 61,129,175,110,
101,104, 50,108,179, 22,130, 45,103, 99,120,152,157,240,140,131,
42, 56,229,135, 46,234,192,121, 57, 44,147,244,170, 55, 31,233,
154,143,149, 2,226,211,189, 82, 92, 74,151, 87,218, 86,133,197,
247,195, 25, 26,208, 38,172,176, 8,251,188,111,164,221, 75,200,
166,238,171,203, 43, 79, 83, 6, 71,253,237,230,184,118,232, 40,
193, 95,158, 80,190, 14,159, 68, 84, 19,160, 63, 54, 76,153, 85,
77,53, 32,246, 96,168,199,114,180, 88, 17,134, 98, 70, 60,217,
252, 47,231,181, 36,165, 4, 3,204,216,100,155, 64,196,250,163,
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250,158, 23, 8,253, 67,238, 34,179, 56,166,152, 60, 48, 37, 74,
211,217,202, 25, 4,184,210, 53,224, 96,164,254,231,220, 75,181,
146, 21,101, 7,150, 43, 22,175, 98, 11,156,218,222,189,212,100,
112, 61,251, 71, 17, 54, 40,229, 87, 58,195, 2,237,208,239,244,
134, 72, 94,137,162,127,121,191,194, 38, 85, 15, 47, 88, 83,114,
63,225, 30,139,173,123,141, 49, 41,118, 81, 39,241,206,106, 50,
163,172,198,111, 9,182,209,186,216,192,105,235,252,160, 68, 28,
168, 31,124, 51,227,221,153,132,170, 62,197,125,140,116,248, 79,
77,185,104,169,180,155, 27,113,171,174,154, 36,119,107,187,188,
165, 10, 97, 24, 59,157, 73, 0, 78, 66, 3,215, 5,148, 1, 52,
13, 57,226, 90,103,136,177,249,102,196, 89, 95, 32, 19,245,223,
120,228, 46,232, 35,131, 16, 44, 20,214,135,247,126,161,213,255,
42,243, 65, 6, 82,183,110, 92,233, 12,147,108,129, 91,219,207,
99,138, 93,203,144,109,178,145,143,176,242,201,236,190, 55,205,
199,204,200, 80, 14, 64, 33,246,193, 76,133, 70,167,128,240, 29,
117,234,230,151,142, 45,159,115, 18, 26, 69,130, 86,149, 84,122,
199,151,211, 86,105,248,178,220, 95,171, 68,195,174, 29,197, 21,
28, 17, 66,170,225,244, 60, 62,172,155,167,210,161,190, 14, 30,
27,43, 32, 38, 79, 39, 5,134,117,166,125, 55,214, 2,196, 78,
44,164,114,173, 94, 25,194,157,200, 37,252,221,222, 7,251, 10,
150,160, 85,159, 54,198,243,146, 67,230, 31,184,141, 40, 71,130,
63,103,203,118,154,101,110,121, 13,102, 93, 89,232,153,216,236,
50, 65, 26, 16, 58, 57,185,183,156,235,187, 64, 11,231, 59,119,
70,223,128,188,131, 88,165, 76,193, 96,107,189,209,149,238,192,
246, 42, 75,175,234, 80, 48, 35, 72, 23,204,247,250, 19,233,162,
217,147, 46, 45, 36, 99,177,126,129, 61, 3, 49,158, 47,163,152,
53,136,239,224,180,148,127,176,255,109, 0, 33, 97,212,138,104,
228,142,112,179, 51,254,218,111,143,120,205, 69,108,206,135,186,
113,144,122,215,133,168,115,123,253,137,201, 90,202,169,182,213,
77,181,237, 8,132,124, 41, 83, 82, 81, 74,245, 20,116,227, 92,
18,191, 9,145,242, 87, 6, 4,106,208, 22, 24,139,100,229, 84,
249,226,241,207, 98,219, 15,240, 12, 34, 91, 56,140, 1, 73, 52,
139,109,214,232,203, 65,112,205,192, 10, 23, 75, 82,234,208, 18,
128,117, 37,115,223,147,217, 33,201,150, 73, 0,211,156,163,118,
93,200,172,165,182, 19, 27,246, 40, 15,184, 29,227,241,180, 95,
24,124,125,226,251, 59, 11, 83,222,111,126,158, 66,116, 43, 67,
9,134,245, 88, 70, 98,206,114,171,120, 62,127, 3,132,152,244,
69, 54,104,210, 79, 94,153, 63,102,252, 84,105, 61, 30,231, 22,
103, 57,236,161, 71,141, 41,218, 50,169, 46, 49, 34,133, 81,187,
177,196,202, 20, 35,190,220, 26, 48,194,209,185,155,136, 21,151,
8, 89, 96,162,174, 13,181, 58, 4,121, 31, 78,157, 2,216, 91,
32,119, 56, 36,186,178, 5,173, 99,247, 90, 92,146,131,167,207,
253,122,183,237,225, 16,199,137, 39,233,239, 52, 38,240,110,176,
123, 76,255,242,254,250,164, 97, 77,179,243, 17,138, 72, 45,197,
195,143,228,191,154,198, 64, 44,229,135,113,106, 85,224, 28, 1,
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100,193,129,142,212, 68,249,175,166,189,235,221,159, 7,144,108,
42,148,215, 87, 74,213,230,248,170,168,140, 86,219,145, 51,130,
25, 14,107, 55,204,101, 47,238,160, 53,149,188, 6, 60, 80, 12,
251,247,201,134,182,179, 83,118,123,160,149,230,243,213, 79,166,
190,138, 28, 71, 61, 93,154,238,232,205,162,133, 35,128,223, 19,
45,184, 12, 44, 46, 62,226, 5, 47,245,177,102, 23,129,101, 22,
199,100,136,254,207,196, 24, 32,135, 17,253,220,147, 8,202,249,
39, 30, 88, 2, 58,244,211,173,124,216,250,122, 55,181,127,146,
180,248,117,235,137,116, 98,107, 6, 96,210,106,214,142,237,231,
172,175, 1,215,131,183, 57,152,217, 40, 11, 42,200, 33, 80, 82,
18,209,178,113,174, 54,161, 60,203,241,130,221, 78,169,188,119,
168,148,225,115,204,139,163,228,165,176,110,170,224,186, 76,227,
239, 99,143,132, 15,150, 85, 72, 74, 73,212,198, 91, 51, 10,158,
233,195,126, 49, 84,193, 56, 65,167,156, 90,242,153, 21, 66, 38,
252,144, 9, 63, 97,112, 52,155, 77, 25, 41, 69, 20, 27,222, 92,
255,121,159,114,208, 67,171,185,105, 53, 70,194,206,192,109,229,
187,104,103,151, 7,246,189,125, 87, 34,59, 0, 3, 4,218, 14,
94,111, 29, 50, 89,191,141,234, 37, 43,120,219, 68,157, 64,240,
86,236,140, 26, 95,108, 13,164,145,197, 48, 16, 36, 75, 31, 81,
218, 58,139,114, 54,212, 45,207,174, 1,197,148,135,155,227,104,
88,187, 75, 90,225,237,111, 89, 52,211,204,165,170, 55, 28,129,
78,151,143,232, 98,153,136, 60,141,209,161,119,158,217,137,229,
59,109, 74,222, 99,138, 16, 50, 32,115, 5,168,185,205,221, 86,
21,100,252, 67, 34,235, 14,247,178,156,173, 2, 0,133,172,108,
214,231,249,160,181, 22, 11,189, 94,200,126, 9, 49,132,154,149,
157,167,162, 20, 35,213, 44,196, 18, 61, 70,118,230,194, 42,255,
243,215, 73,244,127,159,145,233, 33,236,201, 39,113, 71,246, 13,
131,239, 63,150, 65, 6,190,128,117, 93,179, 85,195, 47,199, 96,
193,144,152, 25,203,124,166,103,175, 97,125, 23,202, 92,250, 36,
242, 66,251, 24, 79,140, 53,245,210,224,219,191, 29,186,147,164,
8,106,238,120,102,121,163,248,169, 7, 84, 10, 31,253, 83, 43,
82,101,206,220, 72,254, 48, 3, 68, 37,188,171,130, 81,105, 46,
134, 57, 12,241, 15,216, 27,240,228,183,122,223,110,198, 87,107,
4,177,208, 38, 77,234,180, 76, 62,123,112,184, 19,142,192, 56,
41, 40,146,176,226, 95, 91, 26, 51, 30, 64,182,116, 17, 80, 69,
115, 77, 82,199, 99,207, 43,149,196,105,214,163,108, 6,201,134,
252,246, 60,143,211,123,164,222, 62,165, 49,203,219, 20, 36, 80,
208,197, 22, 50,226,227,202,238, 48,144, 10,247,159, 52,215,200,
169,138,146, 84,139,170,225,237, 18, 83,232, 76,113,156, 2,148,
1,106, 78,251,136, 81,161,125,135,122,212,176,173,186,121, 3,
97, 23,118,120,167,180,217,129, 44,100,243,242,128,231, 70, 69,
19,102,133, 40, 57,158, 67,189, 74,107,213, 56,142,210, 75, 95,
249,116,187, 53, 46, 65,248,236,230, 11,119, 87,193, 45,209, 32,
47, 63, 4,145, 30, 94, 96,228, 8, 88,114,198, 64, 14, 54,112,
17,204, 37,223, 66,166,178,124,151,157,216, 26, 68,175,191, 33,
185, 13, 86, 31,103, 98,147,132,181,101,160, 24,239,244,190, 72,

34



CRISP Marcus Leech

42,59, 92,255,254,150,194, 61,104,220,179,171, 58,183,131,182,
110, 12,224,184, 79,188,206,109,250,126, 90, 35, 93,205,229,195,
140, 73, 39, 25,234, 27, 15,155,233, 21, 7,192, 41,240, 29,111,
16,172, 34,137, 55, 71,154,130,153, 91,141,127,174,245, 38, 5,
51,177, 89,241,168,218,235,253,152, 9, 85, 28, 0,221,162,117,
230, 62,228, 1, 0, 55,138,149,202,242,223, 41, 96,184,131,144,

27,188, 68, 86,173, 31, 91, 2,169, 98,171,255,224,106,140, 22,
28, 56,239, 20,105,116,236,215,164,205, 11, 6, 78, 43, 93,178,
107,174,247,129, 45,101, 80,146,122, 89,200,207,214, 53,217,132,
135,121,113, 74, 70, 83,244, 58,151,196,232,108, 25,104, 7,210,
128,201,250,190,153,204,130, 84,110,159, 18,226, 30,170, 61,211,
38, 47, 37,109, 9,145,253, 48, 51, 88,199,189,183, 95,234,218,
64, 32,123,172, 92,168,147,220, 97, 65,198,180, 72,182,134,156,
231, 35,175,103, 57, 75, 17,216, 10,213, 23,114,158, 29,245,237,
39,243, 19, 59,152, 77,206,148, 33, 87,112, 8, 50, 13,212, 60,
90,143, 79,233,179,115, 34,161,124, 15,157, 36,133, 21,221,241,
193, 5, 44, 49,181,141,118, 76,208,246,197,177, 46,227,167, 67,
195, 54,100,187,222,117, 94, 4,139,102,248, 85,254,203, 99, 42,
235, 14, 26,194,176, 82,163, 12,209,186, 69, 73, 3,155,162, 40,
111,251, 63,154,219, 52,137,240, 71,229,238,165,126,150, 66,142,
252,185,127,249,125, 16,191,225, 81,166, 24,136,192,119,160,120,
46, 8, 0, 32,57,123, 52, 10,132, 20,249, 60,211, 92, 97, 99,

7, 6,118,201,131,128, 43,134,151, 25,190, 51,105,104, 30, 95,
228,173, 3, 73,231,195,108, 27,200,184,244, 58,177, 82, 28, 81,
158, 12, 2,138, 64,145,117,250, 84,143,161, 62, 85,168, 72, 69,
68, 77,241,203,160, 39,180, 38,147, 70, 79,166,124, 18,154,142,
209,153, 50, 23, 75,112, 33,206,103,106,189,169,101, 78,233,245,
54,174,176, 35, 93,234, 15,114,227, 63, 9, 1, 91,159,223, 96,
110,237,149,116, 87,205,202,204, 83, 94,187, 86, 16,125,144,220,
113,102,122, 14,196,238,181,235,226,192,109, 76,146,100,111,191,
230, 98,129,251,163, 56,224, 65,253,133, 34, 31,208, 74, 45,185,
254, 13,135, 88,219,140, 44, 47,213,170,183,247,252,248, 90, 11,
212, 29,215,182, 22,194,214,210,240, 24,141,239,162, 80,172,136,
21,218,130, 36,165,167, 66,179, 19,178, 61,175,236, 67,155, 59,

4,225,207, 89,148,157, 17,221,121,171, 49,115,199,150,188, 55,
107,246,217,127,255,197,232, 5,242,139,119,186, 42, 40,137,198,
156,243, 41,120,193,164, 48,152,216, 26, 37, 71,126, 53,222,229,

35



CRISP Marcus Leech

S[4]
246,144,239,106,173, 98, 46,166,211,104,249, 26, 64,130, 84,138,
154, 19, 12,133, 61, 13,161,157, 49,192,224, 25,112,232, 81, 93,
134,155,160, 71, 52,205,188, 65,153,100,172,194, 73, 95, 36,110,
216, 79,125, 21,174, 75, 53,159,222,165, 83, 7,209,178, 48,187,
176, 17,230, 9, 37, 66,191,225,197, 23,244, 27, 86,169,179, 3,
34,220,202, 62,143,248,183, 44,237,103,227,116, 6,126,251,240,
193,212, 35, 60,149,145, 76,254, 40,242, 30,171,140,217, 77,218,
213,235, 5,185,141,127,102,253,163, 54,189, 55,236,210,231, 80,
107, 1,105,233,250, 85,114, 58,128,119, 87,122, 33,195,245,241,
203,243,190, 92,150,123,208, 11,111,121, 88, 59, 78,226,146,206,
43,207, 91, 38,196,170, 0,201,108,200,168, 18,221, 32, 96,255,
113,129, 69, 68, 41,117, 90,115, 63,204,156,109,124, 57, 29, 56,
99, 94,118, 20,136,177,135,219, 10,223, 82, 31,199,252, 42,162,
148,186, 70,164,167, 89,182,234,215, 72, 16, 15,142,152, 51, 39,
131,238, 47,228, 28, 67,247, 74, 2,180, 14, 24,229, 45,184,132,
4,139,101,137, 97,158,147,120, 50,181,151, 8,175,214, 22,198,
14,124, 40, 6, 13,166,197,123, 30, 42,213,191, 23,195,232,253,
35,106, 51, 86,189, 28, 26,117,101,244,174, 52,217,126,109, 99,
203,141, 3, 94,225,245,145,132, 50,159,136,239,243, 29, 65,205,
206, 92, 25,113,120,214, 38,153,147,247,224,138,223,215,252,111,
140, 70,154,171, 22, 83,233,199,229,194, 73, 43,149, 44, 58,193,
39,116,112,130, 15,148,204,178,100,142,158, 34,129,181, 96, 91,
222,72, 7, 4,190,237, 33, 5,107,240, 64,235, 1,162, 95, 57,
175,108,103, 79,182, 69,135,110,176, 21,234,172, 27, 67,221,118,
24, 36, 75, 76, 20,183,125,248,114,168,220, 17, 78,230,115,155,
201,134, 48, 56,202, 87, 19, 98,251,131,165, 16,170,209,242, 62,
139,151, 9, 71,218,169,144,152,143, 46, 77,246,177,121,219, 37,
32,192,105,198,133,187, 84, 45, 93,128,249,102, 11, 60, 8, 68,
104, 49, 88,236,150, 66,212,180,210,127,231,119,228,241,200, 89,
80, 31, 2,122, 12,216, 63, 97, 53, 18,146, 61,188,157,196,207,
208,161, 54,156, 81,255, 82, 47,167, 55,163,164, 90,173,179, 74,
85,186,250, 41,185,160,226, 0,238,227,184,137,254, 59,211, 10,
193,188,153,200,109, 99,230, 21, 15, 63,133, 94,126, 92, 69,112,
91, 79,154,141, 26,139,116, 51,228,250, 57,107,138,171,205, 59,
24, 70, 77,199, 54,191, 22,160,173, 83,158, 42,122,185,233, 38,
62, 84,214,248,254, 68, 40,177,212,135,150, 16, 17, 53,157,206,
67,170,252, 34,220, 12,245, 9,129,131, 44, 75,176,156, 55, 14,
103,134, 3,232, 52, 27,243, 71, 25,100,238,215,114, 36, 46, 50,
61,104,161,249,106,102,142,219,234,229, 4, 48,101, 23, 37,169,
64, 43,198,189,137, 86, 98, 33,213, 0,105, 10, 2,210,217, 32,
239, 8,231,183, 20, 60,159,120,149, 7,216,196,165,246, 58, 80,
146,227,235,117, 89, 19,140,174,181,127,221,121,128, 87,111,152,
166,190,130,218,223, 49, 90,124,164,237,113,175,241,204, 65,247,
207,225,195,148,125, 6, 5,119, 76, 28, 85, 30,151,172,203,168,
244, 18, 1,208, 95, 35,201,192, 97,255,253, 96,182, 78, 39, 72,
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118, 31,187,194, 56,167,123,144,184,251,180,240, 82,155,226,147,
73,162,108,211, 41,186, 81,132, 47, 11,236,136,179, 66,222,110,
29, 93,145,209, 88,224,202, 74, 13,115,143,242,163, 45,197,178,
173,251, 22, 23, 32,145,153,219, 55, 0,221,210, 72, 8,103, 4,
38,193,127, 88,222,216, 10, 95,141,151,104,203, 96,231,106,209,
229, 39, 58,206,232,167, 6, 2,177,247, 25, 94,225, 65,101,202,
199, 80,147, 40,208, 45, 92, 86, 36,237,175, 66, 11, 78,144,149,
119, 17, 52,197, 51,172,143,249,113, 50, 54,150, 81,243,126,124,
186,161, 57,244,156,254, 20,191,187,185, 29,122, 44,140,163, 15,
158, 31, 27, 83,109,148,227,228, 49, 9, 3,214,171, 75, 1, 90,
162, 85,245, 71, 47,146,189, 13, 59,205,159, 84, 24,128,123,155,
194,115,246,142, 91,201, 43,116, 87, 89,170,133,168,154,160,207,
134, 5,255,131, 53,248,137,132,117, 60, 77, 93, 16,184,195,234,
110,200,242,108, 56,179, 26,181,188,239, 7,114, 33,233,178,102,
64,240,220,118,164, 63,224, 67,138,139,182,166,183,100,241, 73,
105,130,218,236, 41, 79, 99, 18,107,212, 76,223, 68,204,121,136,
252,157, 35,211,169,125,129,230,192,190, 28,226,152, 30,253, 48,
238, 34, 97, 69,165, 21, 46,120, 82,135,111, 61,196, 14, 37,250,
98,217,174,112,213,215,198, 19, 12, 42,235, 70,176, 74, 62,180,
204,237,105, 94, 22,142,203, 53,141,233, 58,187,218, 31,223,122,
120,130, 9, 42, 72,212,201,192,173,238,251,216, 63,198,243,134,
79,227,235, 99,131,179, 41,169, 57, 64, 87, 15,110,255,157,107,
70, 66,232, 38, 29,136,135,119,195,140, 17, 67,241,137,188,127,
222,102,146,153,239, 89, 45,159, 71,230,245, 36,103,226, 32,244,
214,197,206,106,182, 93,139, 60,170, 92,190,189, 73,250, 48,176,
95,246,234, 86,111, 47, 39, 52, 77,247, 1,199, 10,186,221,209,
129,213, 44,178,101,224, 8, 23,196, 14,155, 4,154,208,166,207,
253,126, 78, 84, 61,145,162,151,205, 7, 88, 51,172,163, 55,174,
35,236,252, 62,211,149,229,100, 34, 6,123, 76, 25,193,147,171,
16, 69, 97, 13,231,185,228,219, 33,164, 83,167, 56, 82, 12,112,
184, 20, 59,121,125, 96,109, 81,249, 49, 21,161,115,242,254, 3,
152,210, 2, 50, 30,117,138,240, 80,225,168, 18, 75, 65,144, 28,
98,248,202,124,220, 91,217, 46,200,108, 11, 68,128, 26,104,181,
116, 74, 0,191, 5,118,148, 85,150, 24,133, 40, 27, 54,177,194,
143,158, 19,132,180,114,113,183,165, 43,215, 37,156, 90,160,175,
82, 63, 95,202,190,224,131,140, 99, 48,154, 2,139,243, 70,135,
21, 73,127,160,188,222,239,252, 93,142,111, 15,215, 29,159,219,
65,107,156,220,234,136, 76, 77, 50,123,162, 90,246, 98,175, 1,
104, 6,194,125,112,169, 91,184,209,153,101, 58,228, 45,226,223,
12, 38, 30,221,119,116, 7, 44, 54,115, 72,189,255, 28,144,214,
102, 36,146,241, 87, 8, 85,207,247, 11, 35,192,196,105,245, 9,
42,183,213,166,147,232,200, 74, 92,150,201, 61,251, 43,198, 83,
94, 22,187,235, 27, 79,122,199,158,130, 14, 89, 52, 0, 68,172,
133,143, 66,167, 62, 67, 56, 31,170,237,141,120,240, 18,216,176,
121, 57,208, 51,182, 10, 96,225,248,236,173,186,117, 26, 59,180,
205, 71,118,163, 40,171,193, 55, 81,106, 80,253, 53, 69,103, 13,
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244,126,195, 49, 20,191, 39,148,179,227, 33,165,134,233, 3,206,
137,155, 19, 84,152,149,181,229,204,203,249, 78,157,113, 32,108,
168,210,110,161, 46,129, 4,124,217,218,250,211, 75, 34, 41, 97,
145,212,114, 5,128,231,132,109,197,242, 24,100,164, 16,138, 88,
25, 86, 37,185, 47,178,230, 60,174, 17,238,177, 23,254,151, 64,
47, 24,122,254,137, 82,116,214,107,138, 48,184,221, 84,108,131,
191,142,139,144,130,120,229,117,140,115,208, 56,175,152, 34,149,
242, 46, 94,218, 36, 65,109,198,204, 31, 77,161, 76, 58, 63, 81,
86,193, 1,141, 83, 73, 70,156,166,162,185,199, 78,192,196,224,
255,182,136, 38, 12,250,253, 88,178, 92,247,251, 23,105,150, 6,
79, 25,207,126,148, 52,197,231, 60, 7, 10,128,104, 44,165, 16,
249, 35, 80,110, 50, 5, 33, 59, 39,168, 45,153, 40, 49, 4,155,
103,235, 93,101, 91, 37, 41,170, 14,188, 22,223, 11,119,158, 87,
8,100, 69,180,232, 90,211,177, 55,145,159,194,164,133,172,252,
219,183,238,244,106,123,113,200, 17, 51, 13,163,173,209, 19,239,
3, 89,240,233, 20,171, 32,167, 99,210, 72,237, 30, 68,134,187,
28,213,215,206,234,225,241, 57,169, 2, 98, 15, 71,236, 27,135,
127,205,201,216,246, 29,248,186,203, 61, 64,227,212,179, 26,189,
217, 9, 75,181,129, 95, 97,154,111, 96,151,143, 54,190,121,228,
202,222,160, 0, 62, 66,146,125,245,243,174, 67,230, 21,118, 53,
102,132, 85,176,195,114,124,226, 18,112, 42, 43, 74,220,147,157,
250,118, 3,239,107, 51, 4, 59,117, 83, 68,105,169,176,209,189,
41, 58, 72,104,183,151,100,212,208,103,148,162, 20, 61,122, 88,
55,142,202, 80, 99,126, 60,216, 15,127, 14,222,179,140,138, 87,
78,77, 11,146,229,166, 65, 40,131,214, 71,178,255,237, 10,247,
186,157, 13,120,135,243,111, 47,215,207,184,108,149, 84,231,167,
123,180, 1, 52,159, 23,165, 43,109,156,164,136,241,234,174, 36,
246, 74,196, 34,125, 48, 22,175, 6,235,200, 42, 37,145,168,101,
225,160,141,143,194,113,185,248,106,230,249,124, 86,224, 82,181,
24,38, 97, 29, 7,199, 18,238,110,128, 91, 39, 67, 2,220, 9,
219, 56,155,217, 94,203,205, 63,188,195,137,153, 75,242,182,114,
198, 32,253, 16, 85, 33, 44,192, 0, 79,223, 35,134, 73,133,201,
221,45,173,158,171, 31, 30,211,245,112,152,177,233,227, 57,197,
92, 64, 19,190,129, 26,163,150, 70,119, 69,132, 50,213, 93, 66,

8, 98, 12,218, 54, 25,170,191,204,115, 5,226, 49, 90,236, 17,
244, 28, 76,130,251, 62,161, 27,232, 81,121, 96,139, 95,147,210,
144,193,228,172,252,154,102,240, 46,206,187, 89,254, 53, 21,116,
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235, 51, 83,157,164,168,224,101, 22,175, 11, 80, 55,174, 44,125,
0, 70, 33,117,190, 23,187,102, 78, 99,182,192,177,141,216,249,
4,92, 14,156,127, 15,233, 5,210,234,198,186,172,188,220, 93,

118,138, 68, 40, 66,222,251,143,202,146,176,140,167,227, 62,136,

124,244,119,108,163,116,152,134,197,109,183,129,229, 77,255, 26,

106,195,107, 37,230, 19,242,212, 46, 89,154,180,100,150,237, 54,
45,231,201,144,200,178,160,149, 59,103,115, 60, 58,165,252,104,
91, 67,114,110, 86,225, 95,215,218, 64,179,139, 72,113, 75,219,
73, 96, 20, 16,131,137,142, 29, 9,159, 25,133,173,184,246,132,

161,228, 90,122,213, 24,250,171, 13,203,181,169,135,207,151,194,
36, 84, 21, 81,111, 52,239, 42,112,196, 97,208, 56,153, 61,243,

241,232,206, 10, 38,236,209, 12, 53,170,199, 82, 87,248, 85,217,
17, 2, 65, 31, 47,123, 76, 79,105,166, 98,126, 35, 63,121, 28,

148,162, 7, 34, 71, 43, 30, 88,223,240,238,253, 18,193,211,189,

214, 6, 3, 74, 41,155, 48, 94,205, 57,147,221, 32, 50,204,185,
27,226,254,128,120, 1, 8, 49, 69,145,158, 39,191,245,247,130,

171, 67, 80, 7,233,145,252,141, 26,196, 32, 37, 77,150,136,236,
1,223,124,214,179,225,235,134, 57,195,177,132, 61, 81, 19, 93,

189,126,155,172,123,140, 8, 98,113, 48,128, 9,163, 14,149,178,

153,137, 21,125,131,162, 42,142,206, 17,143, 78,191,249,139,212,

111,158,106,176, 15,210, 0,217, 56,192, 64, 63,239, 88,135,238,

215, 10,121, 11, 75, 38,144,224,211, 35, 92, 73,146, 12, 43,193,
95, 4,229,218,201,219,227,188,173,119,159,112, 52,122, 33,107,

232, 83, 23,181,182, 13,156,166,208,254,160,251,231,226, 36, 96,

185, 34,220,184,117,253, 87, 89,213, 53, 58, 71,186, 22,169,247,

104, 16, 44,237,240,116,101,105, 31, 99,203, 28, 3,207,165, 72,
51,161,127,205,204, 85, 24, 82,190,245, 41,187,103,130, 47, 25,

221,133, 66,147, 55, 40, 5, 59,174,244,242,222, 79, 30, 94,175,

151,228,164,241,148, 97,102,246,250, 84, 90, 65, 76, 54,129,152,
6,216, 46,209,183, 69,157, 20,199, 86, 62,118,170,138,168, 27,

230,154,100,198, 29,114,115,167,120, 49, 68,248, 2,200,108,243,

109,255, 39, 60, 50,234,180,202, 74, 45, 70, 91,197, 18,110,194,

184,220, 92,157,252,195, 33,122,151, 99,194, 29,105, 98,110, 95,
89, 65, 39,242,232,167,148,182, 97,177,135, 69, 32,253,179, 16,
77,226, 78,134, 64,202,149,230,178,207,136,203,168,190,206, 0,
86, 12, 40, 60,102,196,162, 47, 34,200,180, 1, 44, 79, 17, 53,

204,222, 19,237, 93,120, 48,250, 73,224, 62, 43,198, 61,249, 85,

181,161,163, 37,112,213,212, 80,132,189, 26, 8,216,201,138,255,

193, 22, 68,116,144,225,246,131, 91, 52,231,241, 70, 18, 31,247,

248,154, 96, 10, 72,209,121, 13,156,219, 14, 71, 3,104, 15, 59,

175,139,188, 84, 82,208,166,158,171,123,140,108,127, 76, 75,186,
83,191,111, 50, 21,221,114,128,117,199,174,152,142,109,103, 7,

159,141, 67,173,124,254,211,187, 11, 63,100,214, 58, 6, 88,239,

228,183,223,205,236, 30, 20,169,126,146, 49,176, 56,155, 35,133,

229,145,251, 74,233, 9,137,217,119,244,147,118,150,153,115,125,
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197,185, 90, 81, 2, 54,192, 24, 5, 28,238,218, 66, 46,130, 38,
245,215,243,210,113, 25, 23, 51,164,143, 55, 94,227,234, 87,106,
57, 41,107,165, 36,235, 27, 42,129,170,101, 45,160,240,172, 4,
69, 11, 57, 7,218,127,232, 59,105,166,133,213,159, 29, 78,163,
0,212, 63, 28,229,206, 92,107, 17, 13,142,205,248, 56, 34,100,
181,221,223,176, 90, 83,143, 39,179,188,130, 77,164,108,150,207,
24,99,240,185, 94, 3,239,134,247, 55, 12, 52, 5,146,157,148,
252,154,235,118,219,186, 44,101, 18,198, 51,167, 4, 82,234,253,
203,187, 91,197, 20, 42, 21, 73,231, 67,145,153, 33, 32,106, 53,
147,109,115,246,183, 88,104,245, 64, 50,128, 48,243,102,241,190,
189,171, 93, 46,193,136, 49,250,116,131,209, 87,175,119, 61, 19,
125,151,137, 31,165, 62,161,251,174, 16,210,216,121, 84,227, 15,
226,204,238, 76,135,230,113, 98,208,195,249, 72,192,158,160,236,
156, 66, 35,228,255, 97,123,201, 45, 96, 75,222,211,122,217, 38,
89,170,237,141, 36,124,162,114, 58, 74,199, 8, 41,112, 80,139,
178,244, 1, 70,184, 47,155,152, 65,138, 22,220,191, 26,202, 10,
120, 6, 25, 54, 40,169,144, 30, 14, 60,129,194, 43, 27, 79,233,
68,242,177,149, 9,224,132,180, 85,214, 86,117,225,172, 37,140,
126,215,173,200, 81, 23,182, 2,110,111,103,196,254, 71, 95,168,
149,196,139,185,214,109,183,170,126,122,133,248,232,244, 93,157,
236,237,140, 9,217,137,150,107,239, 54,111,176,104,114,242, 66,
4,234,159,174,252, 46, 43, 86,223, 1,120,231, 84, 48,195,156,
91,132,188, 45,152, 55,130, 74,184, 36,125, 10, 88,179,202, 7,
249,215,203, 94,213,171,112, 98, 19,158, 6,253,110,115, 28, 23,
77, 80,205,189,233, 97,168,143,250, 30, 18,192,246, 58,208,147,
186,161,124, 72,206,190, 63, 64, 61, 41,105,102,251,128, 79,194,
219, 35, 59, 15,180, 8,247, 96,172,209,200,164,240,235, 31,191,
162,146,117, 85,177,106,226,229,155,169,222, 21, 71, 0, 95,116,
163,228,212, 3,182, 49,144,210, 11,138, 60, 38,173,118,165,127,
100,245,166,119,101,178,145, 70,199, 78,224, 73, 16,225,211,148,
181,201,134, 13, 17, 52, 14, 47, 90,230, 44,241, 69,151, 53,187,
42, 34, 76, 33,193,198,220,227,204, 82, 89,254,121, 25, 12, 67,
40, 62, 27, 39,153,113,197, 65, 24, 75, 81, 5,167,141,207, 83,
255, 26, 56,103,238, 20,154, 92,136, 2, 37,123, 50,243,160,131,
51,129, 99, 68,221, 22,142, 57,108,175, 87,216, 32,218,135, 29,
76, 10, 49, 17,220, 3,196,117, 67, 46, 48, 79,171, 51, 25, 30,
0,148, 56, 44,255,199,211, 55,115,161,210, 45,160,120, 37, 24,
100, 97, 33, 22,163,130,152,147,207,236,150,123, 36, 71,222,201,
102,125, 84,141,116, 73, 38,200,213,109,252, 9,215,158,205, 63,
245,185, 64, 27, 99,253,195,242,217,244,223, 74,227,110,167, 78,
8,138,126, 32,247, 34, 23,231,188,191,238, 70,106,225, 83,214,
2,190, 12,206, 94,105,240, 75,124,184,221,165,157,151,143,219,
212,164,168,197,251, 15,182,129,166,194, 42,193,172, 69, 29,232,
235, 86,122,113,239,233, 26,186, 91, 88, 1, 50,135, 53, 35,127,
7,254, 6, 61, 54,181,204, 11,118,183,114,103,149, 59,208, 93,
18,187,111,248, 41,131,250,180, 65, 87,234, 81,175, 95, 80,202,
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39,162,132,189,112,153, 19,209,203,216,174, 98,237, 47, 52, 96,
14,243,142,241,107,104,173,133,121,198,169, 13, 85,146,145, 60,
228, 57,224,226, 16, 5,139, 68, 72,154,229,155, 89, 90,101,144,
246,134,218,156, 43, 82,119, 66,136, 77,159,179, 4,176, 31, 40,
58, 92,178, 62,249, 28,108,137,192, 20,170, 21,128,177,230,140,
156, 57, 82,101, 47, 40,153,171,223,185,230,253,166, 26,150, 33,
169, 72, 12, 43,168,247, 86,182,177,131,167, 96,196,172,154, 10,
37,192,251, 62, 71, 61,179,176,163, 85, 69,204,121,161, 90, 27,
103,203, 58,221,142, 0, 35,250,188,151,107, 51,248, 23,148,147,
80,224,212,126,181, 3, 83, 63, 67,140, 5, 4, 24,152, 46,243,
70, 50, 49,236, 6,141,209,109,127, 93,208,252, 34, 88, 28, 65,
222,111, 68,249,123, 55, 1, 64,159, 76,143, 17,175,227, 66,239,
173,120,190,164,145, 91,244, 30, 2,228,232, 14,180, 87, 8, 75,
218,174,178, 15, 29,219,246, 89,104,137,191, 53, 60,216,200,113,
245,238,217,132,108, 94,124,119, 59,149,205, 45, 31,158, 74,255,
193, 73, 39, 13, 56,135, 95,184,235,189, 52,122,240,112, 98, 54,
226,233,130, 79,202, 77,187,215,160,102, 38,206,231, 9,144,234,
197, 21,110, 32, 81,207,134, 20,170, 11, 18,155, 36, 41,157,183,
138,220,213,136,254,162,125,105,198,133,115,201,100,106, 92,165,
128, 99,242,139,225,194, 7, 16, 48,117, 19, 84,229,199, 42, 78,
211,146,186,118,114,116, 22,195,210,241,237, 97,129, 25, 44,214,
153, 32,121,224, 26,235,190,175,106, 77, 88, 47, 1, 33,251, 99,
129,242, 63,170, 19,105,123,187, 49,244, 55,233,210,165,225,228,
207,118,181, 7, 75,109,182,226, 40, 25,239, 42,144, 2,78, 37,
185,147,229, 96, 5,145, 66,191, 84, 0, 48, 65,171, 31,248, 68,
119, 54,127,172,232,142,133,154,209, 86, 53, 74,116, 85,201,206,
204, 58, 87, 60,166,200,227,124,208, 28, 24, 73, 34, 51,222,146,
120,247, 91,179, 16, 83, 50,255, 76,231, 80, 95, 18,134, 46,198,
243,104,250,151, 29, 52, 23,211, 79,130,238, 9, 30,128,221, 61,
103,240,122,186,152,254,246,164,102,234,137, 8,219,107, 56,110,
108,159,214, 20,126,174,139, 62,196,160,135,177,223, 93,143,101,
136, 3, 10,195, 81,178, 64,217, 36,203,180,138,199, 57,237, 41,
176,155, 38,162,253,241,114, 82,158,111, 97,202,192, 17,168, 39,
148,249, 12, 98,161, 72,169,236, 90, 11,156, 6,216, 35, 69, 89,
112,218, 94,188,163,194,220, 27,189, 22,197,193, 14,252,167, 43,
71, 21,212, 13, 44, 59,131,183,113, 45,245,115, 70,150,100,205,
4,230,173,141,215,149,157,132,117,213,125, 92, 67, 15,184,140,
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223, 26,254,113,159,245,233, 87,114, 99,140,102,168,169,206,187,
88,138,214, 69,155,112,178, 98,100, 1, 48,192, 60,198, 86,215,
219, 93,240, 97,132,228,200, 8, 34,189, 70,193,164,253, 66,225,
105, 33, 74, 25, 96,142, 16,157,149, 22, 10,255,229,190,222, 63,
144,230, 5, 84,217, 82, 73,148,241, 27,152, 92,246,195, 30,139,
20,167,121,181, 7, 91, 9,209, 49, 15,242,221,211,226,177, 78,
47,237,163,179, 23, 42, 57,151,188,147,234, 68,203, 59,118,250,
109,136,175, 85, 75,117,104,130, 43, 17,120, 32,191, 58,176,110,
194, 90,199, 81,146, 12,143,129, 18, 0,108,171,216,174,201,115,
13,131, 95,185,160, 37,220,119, 6, 53, 11, 24,213,183, 19,107,
247, 36,123, 38,236, 52, 28,182,103, 62,249, 64,170,197, 65,106,
150,135, 72,173,133,208,125,251, 71,165,141,154,205,161,158, 51,
244,248, 76,137, 21, 89, 4, 67, 2, 83,128, 45,224, 46, 41,252,
227,196, 56, 61,166, 80, 29, 39,101,134,162, 55,235,180,231,156,
35,122,232, 79,204, 44,116,212,202,153,243, 50,145,184,239, 54,
111, 40,124,172,186, 31,126, 3, 94,238,127,207, 77, 14,218,210,
212,136, 19, 33,195,103,104, 29,208,241,242,140, 95, 34,228, 82,
165,184, 90, 24,154, 28,236,102, 83,227,139,145, 71,222,215,112,
217, 1, 5, 81,155,109, 54,120, 76,119,243, 50, 88,164, 96,213,
159,116,117,175, 74, 99, 18, 55, 44, 12, 79,105, 39,106,187, 80,
128,235, 22, 66,107, 97,207, 68,171, 30, 36,149, 31,229, 3,153,
176, 70,191,246,166,150,179, 7,182, 43,206,158, 16,141, 93,148,
115,123, 23, 86, 42,249,180,193,167, 85, 38,126,202, 40,211,178,
10, 27,181,129,189,226,170, 98,250,173,110,219,122,223, 11, 51,
132,239, 4,156, 47,147,138,232,194,111,252,174,200, 14,214,118,
8,143,254,125,198, 32,134, 94, 9,255,196, 78, 53, 17,224, 61,
162, 84, 15, 57, 89,172,216,185,218,201,233,142,131,210, 20,204,
221,183,248, 35, 2,237,135, 64,124, 48, 59, 0,230, 62,177,100,
26, 41,238,163, 45,225,108,203, 52, 72,151, 58, 75,121,152,192,
6,240, 25,251,186, 87,253, 69,197,234,144, 77,160, 46,146,245,
49, 21,188,137, 91,247,220,190,127, 63,157,169, 67,244, 37,231,
161, 65,133,130,209, 13,114,199, 73, 56,168,101, 92,113,205, 60,
217,198, 61, 81,212, 41,112,109, 11,213,152,113,144,162,220, 66,
194,110,123, 72,238,151,224, 40,139,205,177,170, 96,229,105, 4,
12,214,218, 13,200, 97, 28,126,155, 69,209,208,179,133, 31, 22,
148, 5,17, 2,24, 89, 30, 9,163,243,159,149,254,124, 27,154,
188, 64,244,193, 18,216, 86,242, 78,233, 7,119, 8, 44, 65,234,
158, 54,221,206, 48, 47, 58,251,210,135,104,228, 74,117,235,196,
32,156,183, 79,178,169, 42,164, 88, 60, 80,203,146, 62,142,145,
187, 98,182, 50,141,136, 77, 85,132,215,211,116,111,150, 76,189,
33,120,241,190, 3,181, 0,128,253,201,199, 39, 49, 16,167, 94,
184,185,137, 15,195,223, 82,100,157, 37,103, 51,122,239, 19,246,
10, 45, 38,173,114, 87, 70,121,168,197, 84, 29,175,252, 71,236,
83, 55, 56,219,250,143, 68, 14,118, 6, 99,102,232,222,161,153,
130,160, 63, 26,249,230,129,248,108, 67,134,247,227,140,255,138,
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231, 1,245, 21,125, 36,172, 57,106,225,171,186,237,115,207, 52,
91, 90, 25,202,107,204, 34, 75, 46,180,101, 20,166, 23,226,147,
240, 53, 95,174,192,131, 93,176, 43,165,191,127, 92, 59, 73, 35,
188, 31,239,121,133, 7,204, 52,246, 27,124, 66,162, 65,146,132,
22,103, 97, 12,108,170,167,211, 87, 71,113, 11,240, 24, 41,215,
236, 59,134,163,185,232, 35,150, 13, 29,237,219,173,217,110,158,
119, 90, 55, 50, 4,250,243,206,104,205,220,139, 68,164,213,168,
176,127, 28,234,126,222, 5, 39,233,231,151, 57, 16, 34, 48,142,
244,78, 21,218,200, 3,141,153,186,190,149, 38, 64,171, 73,174,
207, 94, 76,157, 46,180,247,223, 45, 30,112,187,155,116,241,137,
203,140, 79,253, 32, 18, 51,160,100,154, 72, 9,202,147,122, 47,
6,184,182, 99,159, 10, 83, 49,107,181,238,197,242,192, 82, 74,
131, 36, 1,245, 75,175, 2,136, 92, 25, 42,118,194,228,255,225,
70,172,214, 17, 53,130,165,189,123,138,208,117,224, 80,254, 81,
201,249,143, 8,144,125, 19,252,177,227,212,210,216,101,129, 95,
251, 54,196, 67, 89,111,102, 96,235, 20,135,114, 15,221, 61,191,
148,105, 44,195,179, O, 86, 14,193,109, 40, 88,169, 77,120,199,
156,161,166,115,209, 60, 37, 85, 56,198, 84,128, 62, 43,152, 26,
183,145, 69, 23, 58,248,178, 98, 33, 91,229,226, 93,230,106, 63,
152,162, 58,157,212,172, 75, 13,139, 48, 39, 9,119,121, 96, 37,
69,101,242, 73, 17,148,217, 59,122,207,177,237,240,224,116,198,
109, 70, 4,127,128,103,137, 87, 11,156,153,125, 67,129, 84, 12,
208,194, 52, 71,186, 36, 8,190, 0,146, 92,115, 86,196,144, 32,
111, 28,202,100, 38,197,251, 15,102, 49, 93,183,159, 18,209,225,
56, 41,176, 2,150,248, 44, 99,169, 25,193,249,226, 89,228, 45,
211,246, 1, 10,126, 21, 74, 3, 6,185,192, 22, 64, 78, 77, 27,
164,236,252,254, 95, 65,107, 79, 54,140,199,189,149,133,187, 20,
180, 91,232,195,191,188,147,106,158, 34,151, 63,233, 47,230,154,
184, 85,117,201,104,134, 97, 30, 88, 24,204,142, 46, 33,235,253,
51, 57, 40,138, 35,238,168, 7,42,171, 76, 19,114,113,165,141,
66,203,167, 80, 62,160,219,132, 43,223,178,155,229,214,173,123,
53,213, 5,161,120,250, 81,131,200,255,234,247, 26,124,145,170,
55,245,110, 68, 14, 90,175,179,244, 31,108,227, 50,105,163,205,
83,220,181,143,174,182,135, 72,136,215,166, 16,206,239, 23, 98,
61,112,218,118, 82,222, 29, 60,221,243,241,210, 94,231,130,216,
53,117, 38, 33,242, 26,111, 14,132,119,166, 72, 22, 76,250,204,
157, 96, 70,176,222,206,211,151,134, 90,156, 79,246,109,195,108,
252,142, 84,139,200,235,152,146, 2,226, 12, 89,238, 35,159,198,
229,106,191,164, 3,118,141, 71, 4,201, 95,241, 60,184,161, 41,
223,136,126,103,174, 39,144, 91,243,101,190,215, 46, 65, 55,212,
137,240,172,202, 44,100,216,165, 18,225,125,181,104, 82, 13,209,
231, 0, 21,203,113,138,247,253, 58,175,227,213,116,160,127, 64,
218, 61,149,205,214,192, 37,244,236,171,135, 77, 45, 31, 99,150,
199, 8,67,230,173, 34,179, 62, 11,234,224, 47,168,197, 94, 28,
194, 88, 68, 87,154, 5, 16, 32, 66,169,145,245, 57,220, 92,163,
69,158, 83,228,183,255, 50,147, 43,237,112,153, 98,167,178,188,
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162,217,115,131, 73,140,123, 9,128, 6,170, 30,122, 54,148,251,

19, 23, 59,233,207,248,193,254, 36,210, 48, 52, 20, 29,189, 86,
249,185,232,129, 56,219, 93, 40, 25,120,121,208, 27,187, 17, 15,
24,105, 78,133, 42, 81, 80,155, 85, 10, 51, 75,239,221, 63, 49,
110,130,177, 97, 1,196,102,186,182,114,107,124,180, 7, 74,143,
149,217, 15, 27, 59,225,213, 46, 54,120,252,101,153, 10,244, 49,
89,254,106, 16,235, 69,253,131,102, 39,128,204,247,173, 87,148,
142,151,240, 92, 60, 56,157, 77,126,228,178, 95,165, 1, 25, 91,
140, 90, 17, 37,209, 55, 52, 41, 63, 76,162,199,238,196, 98, 53,

9, 2,203,164,169,231,137,170,186, 58,107,109, 83,174,114,221,
68,246, 24, 3,145, 47,180,168,194, 85,212,146,132, 82,110,177,
81,125,147,191,200,241,206,201,117, 23,159,152, 11, 28, 8,187,
31, 70,227, 18,188,123, 30,236, 6,160, 34,245,111,105, 33,226,
104,103,237,130, 19, 74,249,172, 4,216,118,129,171,205,185, 50,
127,135, 42, 99,144,198,124, 5,150,139, 12,161,175,163, 93,208,
223,108,229,207, 72, 14,210,181, 38, 88,115,121, 73, 97,183,230,
122,242, 94,167, 62, 61,158,134,133, 0,219, 80,233,215, 7,197,
29,234, 36, 43, 48, 75,119, 44,250,100,155,141, 20,113, 96, 35,
222,143,195, 79,176, 45,202,220, 66,232,154,179, 71, 26,189, 13,
112,136,193,184, 78, 64,243,138, 22,182, 67,156,251, 86,192,116,
239,218,211,190, 65,166,255,214, 21, 84,224, 57, 51, 32, 40,248,
178,251, 17,103,139,125,230,120,153, 70,114,225,104,172,124,161,
39, 88,222, 91, 59, 0,174,221, 14,220, 76,137, 22,102,107,160,
131,214,176,206,250,217,110, 52,166,215, 12, 64, 21, 78,255,246,
138,242,170,134, 34, 58,142,128,127,156,200,213,191,101, 37, 55,
56,235,179,146,148,239,117, 69, 60,187, 98, 6,154, 81,173, 97,
158,199,232, 80, 4, 86, 44, 84,201,189, 31, 5, 7,144, 25, 66,
244,234,171,126, 10,122, 16, 49,165,159, 9,209,196,203,129,132,
28,228,112, 29,195,147,224,175, 19, 15,229,197,204,236,123, 45,
33,121,163,141, 99,100, 68,194, 87, 95,240,119,111,207, 46, 40,
243,169,212, 89, 13,247,227,219, 92,238, 74,254, 61, 77,152, 30,
241,184,113,143,218, 82, 75,105, 62,237,211, 41, 72,140, 73,157,
188,130, 20,192,109, 57,198, 27, 79, 8, 67, 43, 51,167,249, 1,
135,202, 83,149,118,115,193, 90,253,205,186, 93,181,208,233, 2,
185,164,150, 36,231, 50, 54,183,145,108, 85,116, 11,162,182,252,
26,226, 71,177,223,151, 53,180, 24, 35,155, 63,168, 94, 32, 48,
18, 96,248, 23,133,106,190, 65,245,210,136,216, 42, 47, 38, 3,

44



CRISP Marcus Leech

S[7]
120,237, 12, 46,124,114,206,196, 72,172,180, 83, 40,154, 68,162,
211,131,137,233,144, 23,173,195, 67,232, 91,186,199, 57, 74,133,
29,166,153,219, 6,204,170, 13, 66, 14,140, 84, 9,203,215,104,
63,245,163, 75,175, 70,253,218, 76,194,197,113, 4,145,209,122,
10,228,221,132,255,234,177, 99, 53,235,216,121, 2,158, 25,225,
44,147,161,244,159,127, 32,183, 1,110,151,247, 47, 27, 73, 18,
128, 11,191, 89, 20,116, 90, 17,217,118,142, 82,184, 15, 94,236,
108, 50,200,249,239,155,134, 69, 28,126, 34, 43,146, 79, 24,251,
88,168,135,143,220,202, 3, 55, 87,207, 52,125, 78,198, 54, 64,
21,111,138,242,106,105,109,123, 36,169,148, 85, 97,189,224, 62,
167,229, 16,119, 39,174, 49, 98,176,240,150, 48,187,250, 80, 0,
22, 8,230,241,139, 37, 42, 95,130,208,243, 65, 81, 93,160,157,
115,192,100,156,188, 51,222,149,213,223,182, 59, 71,212,164,231,
238,190, 7,102,226, 35, 77, 45, 86,178,254,227, 60,136,141,252,
152,101, 38,214,112,165, 5,171,185, 41,117,248, 92, 61,129, 33,
96, 56,210,193, 19,103,201,107, 31,205,181,246, 26, 58, 30,179,
63,166,193, 54, 90, 27,151,107,120, 56,139,147, 81,229,221,210,
58, 31,104, 3, 72,149, 84, 32, 26,182,244,186,161,154,106, 98,
7,162, 24, 2,175,155,203, 66,156,122,190, 17,197, 37, 36, 25,
61, 77,134, 79,201,117, 23,124, 11,132, 47, 33, 39,195,200, 75,
237,220,140,217,160,103,219, 96, 99,222,248, 4,230, 89, 20,194,
119,178,187,252,113,171,238, 22, 30, 80,141,253,216,112,218, 69,
176, 18,191,138, 60,205,137, 83,247,250,211,144, 40,207, 64,168,
231,208,125, 34,235, 55,150,128,209, 14,116,243, 1,110, 21, 45,
85,223,224,121, 86, 78, 91, 92, 76,183,227,233,102,245,174,255,
158, 57,215, 8,108,167, 51, 59,163,101,228, 53,236, 28,123, 42,
38,204, 87,130, 95, 50,180,164,126,157,152, 5,170,179,100,159,
41, 46, 74,206,192,246, 6,143,188, 52,251,105,196, 35,242,145,
88,234,184, 13,111,214, 0, 19,177,226,135, 16, 73,148,189, 29,
12,129, 9, 43,115,118, 15,172, 70,213,131, 93,142,202, 71, 82,
67, 94,232,165,212, 48, 49, 44,241,169,198,249, 68, 97,114,133,
173, 65,239,109,146,225,153,181,240, 10,185, 62,136,254,199,127,
89,251,192,217, 33,106, 73, 83,204,218, 45, 32, 84,182, 18, 52,
51, 3,178,153,199,147,244,151, 97,177, 93,216,170, 57, 31, 37,
5,167,175,114,172,131, 63,162,208, 23,146,185,156,126, 1,117,
6,165, 20,164,253,186,255, 28, 92,174,181, 67, 7,144,107,160,
25,235, 39,225,124, 2,118,210, 50, 75, 29,128,136,135,228,188,
205, 13,201,169,119,155, 43,127, 71, 60, 80, 0, 19, 76,220,221,
34, 17,120,121, 35, 66, 82,105,229,224, 38,202,231,138, 99,233,
46,247, 95,239, 10,197,226,145,104,252,137, 59,168,159, 47,211,
242, 61, 53,212,166,190,214,122,222, 8,194,254,130,209, 70,191,
158,143,132,103,112,206, 98,102, 42,245, 88,198,150,241, 87, 74,
246,195,250,215, 36, 85,157,149,161,108,183,141, 48,129,148, 81,
78, 58,236,101,189,223, 96,187,227,238, 27,240,179, 26,180,139,
4,125,203,219, 90, 86,248, 44,249,173, 9,109, 68, 22, 62, 15,
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24,94, 21, 12,207, 49, 65,154,140,171,234, 40,113,176,230, 14,
56,123,213,142, 30, 54,184,243, 11,134,232, 77, 55, 41,237,193,
133,115,111,152,163, 79,116,196, 64, 91, 72,200, 69, 16,100,110,
10, 52,146, 15,250,206,232,244, 85,116,172,205,134,190,136, 55,
107,185,126,156, 50, 34,178,229,231, 24, 94, 72,180,241, 53,194,
243, 4,181,162, 28, 86, 69,204,196,128,251,233, 35,140, 46,104,
48,248, 8,161, 27,195, 20,236,198,183,253,188, 29,166, 42,171,
3, 76, 38,150, 51,164,119,149,201, 92,108,111, 18, 56,210,207,
124, 98,228, 88,192,120, 33, 1,218, 58,182, 80,221,138, 73,202,
31,105,169, 68,212,118, 78,153, 37, 74, 30,224, 64, 26, 89,174,
79, 23,247, 12,155,145,208, 62,152, 13, 5,158, 71, 95,135,193,
254,227,129, 65,200,167, 60,213,170,160, 21,122, 97,131,238,121,
113,163, 11, 99, 82, 6,230, 2, 32,197, 49,142, 59,226,123,222,
91,246, 39, 67, 47,216, 7,186,112,214,125,103,144, 83, 25, 14,

9, 93,191,168, 19, 75,239,114,237, 43, 77, 45, 66, 41,130, O,
165, 22,179, 36,255,235,147,102, 61,117,139,127,240,249,143,176,
101, 81,133,177,215,217,132,203,199, 44,189,245,159, 87,141, 70,
242, 96, 63,109,175,184,148,225, 54,115,234,154,252,209, 57,151,
211,220,187, 90,106, 84,137, 17, 16,110,223,157,100,173,219, 40,
235,187,254, 59,131,125, 56,145,236,110, 63,129,144, 83, 66,168,
132,135, 71,255,193, 92,134, 18, 25,133,117,137, 14,208, 10,103,
51,151, 74, 75,172,185,140,179, 0,101,104,194,228, 22,136,107,
70, 64, 76, 35, 95,198,148, 62,163,152,105, 99, 41, 78,161, 2,
166,106,248,176,189, 27, 39,188,246,201,200,209,224,197,205,175,
162, 98,215,239,150, 84, 11,182, 65, 53,183, 72,147, 42,251,202,
170,212, 21,113,218, 9,206,243, 13,213,237,249, 8, 40, 5, 12,
181, 73,225,123,122,207, 6,167, 46,164,229,121, 87, 60,244, 57,
146, 81,149, 28,157, 61,210,155, 96, 1,233,174,240, 29, 58, 93,
211, 30, 4,231,108,222,216, 31,253, 33,159,139,190,173,102, 54,
36,156,171,214,154,227, 85,186, 55, 48,203,223,138,178, 52,100,
192,199, 79, 37, 34,250,247,120,109, 24, 23,245, 44, 88,141, 20,
80,112, 67,127, 90,195,169, 68, 86,128,230,118, 45, 47, 3, 38,
143,217,220, 49, 17, 91, 94, 7,165,126,124, 77,142,191, 43,160,
226,238, 69, 15,196,114,130, 32,252,242, 19,232,153, 50,158,221,
111,241,116,234, 89,115, 26,177, 97,184, 16,204,180,219,119, 82,
203,184, 98, 96,188,174, 72, 54, 58,230,250,111, 84,255,192,120,
78,164,221,135,100,196,153,227,198,183,177, 10, 70,254,235,169,
211, 48,109,237,161,207,219,159,172,239, 74,122, 77, 56, 22, 62,
117,216, 95, 17, 75,236, 41, 15,119, 13,102, 27, 53,225,101,240,
168, 39,154,226,189, 40, 20,176,175,247, 32,238, 4,150,156, 93,

1, 81,143,252, 16,178, 83,180,107,133, 12, 31,157,200,187,142,
38,197,195, 8, 97,190,139,163, 80,232, 50, 24,204, 64, 47,141,
126,138,234, 6,215,151, 91,136,181,210,182,253,130,218,248,242,
68, 34,194, 57,231,125, 18,186,115,222,137, 76,166, 65, 66,140,
199,113, 49,171,229,103,213,124, 23,165, 37, 5,220,202, 86, 3,
208,217, 73,144, 29,162, 25, 26, 51, 7,118, 28, 30,127,110,173,
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129,116,132,146,145,134, 21,212, 59, 79, 43, 67, 11,206,251,105,
106,223,158,123, 9,245, 63,147, 46, 92, 19, 90,244, 60,224,185,
193,214,108, 69,128,228,246,152,179, 88, 99,249, 55,191, 85,112,
149, 61,104,121, 87, 42,201, 14, 89,243,233,148,209,205,167, 45,
36, 0,52,114, 71,241, 82,170,160, 35, 94, 44,155, 2, 33,131,
127,148,142,186,239, 55,168,144,241, 95, 75,143,176,135,225, 37,
128,214, 73, 78,109,204,150,170,110, 94, 67,174, 66, 62,123,221,
76,120, 60,114,190,160,254, 81,220,167,159, 69, 61,130, 58,105,
191, 40, 84, 59,158,111, 11, 33,255,228, 72,177,215, 44,209, 99,
49,118, 24,162,104,219,182,240,185,166,155,178, 41,243, 5, 88,
203, 14,232,230, 34, 42,146,216,205,236,113,115,196,165, 56,210,
172, 92, 39,233,202,199,154, 57, 21,134, 31,137, 48,116, 85, 13,
22,223,106,117, 97, 65,145,207,126, 0,136,212,183, 28,242, 45,
54,245, 16,131,180,238,201,231, 83,129,124,152, 38, 18, 36,192,
229,173,149, 71,138, 23, 89, 30,169,121, 86, 50,140,206, 2,181,
139,107, 20,246,112,179, 3,133,208,251,197,226,235,244,224,217,
193,101, 9, 35, 74,132,227, 70,234, 91,102,194, 98,164, 79,189,
200,222,211,156,250, 43, 26, 93,122, 96, 68, 64,175,248,119,171,
8, 1,77,188, 46, 10,253, 51, 52, 15,198, 6,125,151, 4, 12,
47,141,213,163, 27,147, 17,103,187,108,249,247, 32,161, 82, 63,
53, 25,218,100,237,184, 80,195, 90,153, 87,157, 7, 19, 29,252,
225, 29,198,167,178,235, 76,210,171,181,131, 35,130,209, 71,213,
184,230,127,123, 80, 7,190,144,147,254,183,212, 5, 18, 57,255,
93, 48,132, 1,101, 45,137,135, 90,193, 77,143,176,251,113, 86,
239, 81, 16,128, 30,170, 13,247,236,111,121,217,182,156,133,175,
157,186, 47,134, 94,244,189,108,194, 0,165, 19, 85,159,237,211,
33,228,166, 62, 42,248,149, 8,252,195,253,107,188,206,191, 32,
6,103, 58, 83, 38, 96, 63, 9,102,119,242,202,207,122, 26,196,
36, 53, 68,120, 74, 79,161,118,148,158,162, 82,136, 3, 51,117,
125,199,129,139,240,234, 78,224, 52,232, 28,220, 39,141, 4,241,
87,126,138,243,115,145, 21,177,163, 37,226,146,173,216, 41,140,
11, 54, 50, 44, 75, 40, 67, 72,100, 43, 17, 23,215,219, 64, 49,
2,169, 69,250,124,238,205,221,246,229,172,233,114, 24,249, 84,
31,150, 97, 92,218,179, 59,214, 89, 10, 25,151,245,112,197, 20,
153, 27,200,116,106, 34,109,152, 91, 60,192,187, 22,110,154,231,
46, 88, 95,185, 66,208,223, 61,180,104, 12,168, 55, 98,105,160,
73, 99,142, 14,204, 15, 65,222,164,203, 70, 56,174,227,155,201,
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Appendix C: Pairs-XOR tables

Table 4: ES0/S0O High-Pobability XORs

Input XOR ?(uct)ﬁ)_:t Probability
X'054F X'E9' 2.15E-5
X'ODAD' X'17' 2.06E-5
X'0DAD! X'B8' 2.06E-5
X'6635' X'97' 2.06E-5
X'700E' X'17' 2.24E-5
X'700E' X'B8' 2.24E-5
X'7B13' X'97' 2.15E-5
X'81CB' X'DA' 2.06E-5
X'8233' X'4D' 2.06E-5
X'FD28' X'97' 2.06E-5

Table 5: ES1/S1 High-Pobability XORs

Input XOR O;(;ﬁgﬂ Probability
X'03D1' X'84' 2.06E-5
X'942F' X'0A' 2.32E-5
X'9816' X'2C' 2.15E-5
X'D3CE' X'68' 2.15E-5
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Table 6: ES2/S2 High-Pobability XORs

Input XOR C))(%[;;Jt Probability
X'228C' X'32' 2.24E-5
X'28EF' X'F7 2.06E-5
X'9826' X'AF' 2.06E-5
X'DD11' X'B3' 2.15E-5

Table 7: ES3/S3 High-Pobability XORs

Output .
Input XOR YXOR Probability
X'87CA' X'oC' 2.06E-5
X'C8ET' X'ocC' 2.15E-5

Table 8: ES4/S4 High-Pobability XORs

Input XOR C))(%[;;Jt Probability
X'6DOC' X'09' 2.06E-5
X'E33F' X'C9' 2.06E-5
X'FBF3' X'AE' 2.15E-5
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Table 9: ES5/S5 High-Pobability XORs

Input XOR C))(Lg%lt Probability
X'20F0' X'AA' 2.32E-5
X'30BB' X'58' 2.15E-5
X'3DA5 X'AA' 2.06E-5
X'C1F4 X'33' 2.06E-5
X'CCAB' X'AA' 2.06E-5
X'D029' X'92' 2.06E-5

Table 10: ES6/S6 High-Pobability XORs

Input XOR C))(Lg%lt Probability
X'4E4F' X'32' 2.06E-5
X'7TDAG' X'F2' 2.06E-5
X'A131 X'F2' 2.15E-5
X'AA88' X'32' 2.06E-5
X'FEOT' X'32' 2.41E-5

Table 11: ES7/S7 High-Pobability XORs

Output

Input XOR XOR Probability
X'8BB8' X'90' 2.06E-5
X'C72C' X'29' 2.06E-5
X'CC5E' X'88' 2.06E-5
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